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Abstract—Service function chains (SFCs) are sequences of network functions that provide specific services to meet operators’ needs
in today’s ISPs and datacenter networks. To improve the performance of SFCs, programmable data planes are used to leverage their
low latency and high performance packet processing. However, SFCs need to be adaptable to dynamics such as changes in
requirements and attributes. Therefore, the ability to migrate SFCs is essential. Unfortunately, migrating SFCs in distributed
programmable data planes is challenging due to the risk of degraded performance and failure to meet SFCs requirements and
resource constraints in switches. In this paper, we propose Monte, which provides an effective SFCs migration scheme in distributed
programmable data planes. We build a novel integer programming model to represent the migration process with constraints on
resource limitations of switches and SFCs attributes in the distributed data plane. Additionally, an SFCs migration algorithm is designed
to optimize the migration cost by deeply analyzing resource allocation in the switch pipeline. Monte has been implemented on both P4
software switches (Bmv2) and hardware switches (Intel Tofino ASIC). Extensive evaluation results show that the migration cost in
Monte is 94.03% lower on average than the state-of-the-art deployment scheme, and Monte can effectively save pipeline resources.

Index Terms—Network Function Migration, P4, Service Function Chain, Programmable Data Plane

1 INTRODUCTION

network functions to be moved from dedicated hard-
ware to software-based modules running on commodity
servers. In NFV-enabled networks like ISPs and datacen-
ters, services are implemented as Service Function Chains
(SFCs), which consist of multiple network functions chained
together in a specific sequence [1]. The emergence of
programmable data planes (PDP) based on the protocol-
independent switch architecture (PISA) has opened up new
possibilities for implementing SFCs, thanks to their flexibil-
ity of programmability and high performance [2].
Compared to conventional approaches like middleboxes,
the flexible programmability of PDP allows users to eas-
ily deploy new functions and update the processing logic
directly within the network hardware [3], significantly re-
ducing both deployment and development cost. Moreover,
virtualizing network functions on general-purpose servers
is often constrained by the CPU’s processing power. In con-
trast, PDP offers line-rate processing capabilities, enabling
high-speed data processing (e.g., >3.2Tbps for Intel Tofino
ASIC) with nanosecond level latency, effectively meeting the
growing demands of network traffic.

NETWORK Functions Virtualization (NFV) has enabled

e Xinoquan Zhang, Lin Cui, Yuhui Deng, and Zhetao Li are with the
National & Local Joint Engineering Research Center of Network Secu-
rity Detection and Protection Technology, Guangdong Provincial Key
Laboratory of Data Security and Privacy Protection, College of Infor-
mation Science and Technology, Jinan University, Guangzhou, 510632.
China. Email: zhangxiaoquan547@gmail.com; tcuilin@jnu.edu.cn; tyh-
deng@email.jnu.edu.cn; liztchina@hotmail.com.

e Fung Po Tso is with the Department of Computer Science, Loughborough
University, UK. Email: p.tso@lboro.ac.uk.

o Weijia Jia is with BNU-UIC Institute of Artificial Intelligence and Future
Networks, Beijing Normal University (BNU Zhuhai) and BNU-HKBU
United International College, Zhuhai, China. Email: jiawj@uic.edu.cn.

Corresponding author: Lin Cui

Researchers have leveraged the advantageous of PDP to
improve the deployment performance of SFCs [4], [5], [6].
However, networks are dynamic, exhibiting either periodic
or stochastic patterns of the network functions deploy-
ment [7]. To adapt to the changes of service requirements,
the updates to SFC usually involve changing the current de-
ployment, including adding new SFCs, modifying network
functions in SFCs, and deleting SFCs. Prior deployment
works are limited by the assumption of a static network,
which hinders them from effectively dealing with dynam-
ics. For example, since states are preserved in distributed
switches, even slight changes in demand may result in a
large number of unnecessary costs for state migration in
deployment schemes. Redeploying updated SFCs in the
current network can result in extended downtime. This
issue is particularly more critical for programmable switches
at the Tbps level of throughput, as the affected network
traffic increases significantly during this process. Thus, a
live migration scheme is necessary as it is more effective
and cost-effective in dealing with dynamic conditions.

However, seamless migration without packet loss in
distributed PISA switches is hard to achieve because the two
procedures of reconfiguration and state migration will cause
downtime. First, reconfiguration is to replace the current
program with a new program (i.e., replacing logic from old
SFCs to new SFCs) in a PISA switch, which will lead to
inevitable downtime so as to impact network performance
(e.g., 20~50ms in Intel Tofino switch ASIC). While previ-
ous research has explored seamless reconfiguration without
downtime in other switching architectures [8], [9], [10], [11],
[12], applying these techniques to PISA presents a challenge
due to the need for complicated resource optimization and
strict sequential updates within its pipeline [8]. Second, state
migration is to migrate network states from the source switch



to the target switch if network functions with the states
need to be migrated. Previous works for distributed PISA
switches [13], [14] also present migration time challenges,
as they require the entire state migration procedure to be
steered in the PDP. However, these existing solutions cannot
directly address the problem of dynamic demands and
changing network conditions in a distributed PDP.

Migrating SFCs in distributed PDP is a complex task that
involves several constraints and objectives. First, migration
schemes must respect the constraints of computation and
storage resources in the hardware pipeline of PISA switches,
such as TCAM, SRAM, and ALUs, as well as SFCs attributes
in the substrate network (e.g., throughput and latency).
Second, the use of shared logic within network functions
to reduce deployment costs further complicates the mi-
gration problem. Third, to ensure minimal downtime and
interruption to services, a live migration mechanism must
be implemented to prioritize migration operations among
distributed switches while minimizing migration cost.

In this paper, we present a solution to the challenges of
SFCs migration in distributed PDP called Monte (Migration
in data plane). Monte enables the migration of SFCs to
adapt to changes of both users’ demands and network
conditions while considering multiple constraints and ob-
jectives. A novel integer programming model is proposed
to model migration constraints of resource limitations in the
PISA pipeline and SFCs attributes in the substrate network.
Moreover, we introduce a migration algorithm that deeply
analyzes resource allocation to optimize both migration
and deployment costs while adhering to all constraints. To
further optimize the live migration process, we propose the
migration graph and an associated algorithm that prioritizes
the execution sequence of switches in the procedure of
reconfiguration and state migration, thereby minimizing
migration costs.

In short, the contributions of this paper are three-fold:

1) An SFCs migration scheme on distributed PDP
is proposed. We design an integer programming
to model the migration problem between resource
limitations in PISA and SFCs attributes in the dis-
tributed PDP. To the best of our knowledge, this
is the first work studying SFCs migration on dis-
tributed PDP based on PISA.

2) An algorithm is proposed to optimize the SFCs
migration problem by deeply analyzing resource
allocation in PISA pipelines among distributed PDP;
the migration graph and migration algorithm are
proposed to optimize live migration.

3) We have implemented and evaluated Monte on both
P4 software switches (Bmv?2) and hardware switches
(Intel Tofino ASIC) to demonstrate its effective-
ness: migration cost in Monte is 94.03% lower than
the previous deployment scheme on average while
Monte can effectively save pipeline resources.

The rest of the paper is organized as follows. Section 2
gives backgrounds and related works. Section 3 introduces
problem formulation. Section 4 details algorithm design.
Section 5 discusses the implementation and Section 6 shows
the experiment results. Section 7 concludes the paper.

2 BACKGROUNDS AND RELATED WORKS
2.1 Constraints of the pipeline in PISA

PISA is widely adopted in P4 hardware switches. Users can
implement P4 programs to define how to process network
packets in the pipeline. The pipeline architecture consists
of dozens of stages, each of which contains equivalent
compute and memory resources that cannot be reassigned
to other stages. As shown in Figure 1, each stage has SRAM
and TCAM resources for storage and ALUs (gray trape-
zoids) for computation (other resources are not listed due to
the space limit). Some essential programmable components
in P4 language can be achieved by handling these resources.
The match-action table is used for mapping keys in packet
headers to actions, whose entries can be saved by SRAM
or TCAM if they apply an exact or ternary match. Regis-
ters are commonly used to save network states in sketch
applications, which mainly consume SRAM resources to
preserve network states and ALUs to operate network states
(e.g., addition). Additionally, two match-action tables must
be placed in different stages if they have a dependency
relationship (details in Section 6).

SFCs deployment in the pipeline must respect the above
resource and computation constraints per stage. For exam-
ple, in Fig. 1, the table Sketch2 (purple) of NF2 must be
placed in two stages since it needs memory resources of
two stages, and it must be placed after the table Hash (green)
because they have dependency relationship (i.e., the output
of Hash is the input of Sketch2).

2.2 Reconfiguration and state migration in PISA

The migration process in PISA consists of two non-trivial
procedures: reconfiguration and state migration. First, Re-
configuration is the process of configuring a new P4 pro-
gram to replace the old one when SFCs need to change.
This incurs downtime, causing packet loss and service in-
terruption. Making runtime reconfiguration is challenging
due to tight coupling in the PISA pipeline [8]. For example,
removing or adding match-action tables in a stage may incur
resource reallocation or fragmentation, making resource op-
timization complex. Moreover, these table operations cannot
execute in parallel, prolonging the downtime of reconfigu-
ration. Previous works discussed runtime reconfiguration
in other programmable data planes [8], [9], [10], but these
solutions either were not pipeline architectures [8], [10]
or proposed new packet switching architecture [9]. They
cannot be directly applied to PISA switches.

Second, P4 allows applications to reference per-flow
states by hashing specific packet headers. Simply migrating
these per-flow states by a centralized control plane may not
work [13]. This is because the location of per-flow states
is device-specific. Different switches might apply different
hash operations (e.g., hash algorithm and inputs) or main-
tain different sizes for registers. Migrating states totally in
the PDP can avoid the problem but produce extra migration
time. Swing state [13] piggybacks network states on network
traffic to steer state migration in PDP without the involve-
ment of the control plane. P4Sync [14] leveraged the packet
generator to proactively generate packets that piggyback all
states at a tunable speed, which accelerates migration speed
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Fig. 1. Overview of SFCs migration in Monte. There are two SFCs deployed in the switch B and D. Monte receives SFC changes for SFC2, i.e.,
adding a new NF# and migrates it from switch B to C' due to requirements of performance (e.g., latency and throughput). After migration completion,
SFC deployment in the switch C' respects constraints in the pipeline and SFC performance attributes in the substrate network.

and guarantees the completeness of state migration. How-
ever, how to minimize migration time among distributed
programmable switches still remains unexplored.

2.3 SFCs deployment in programmable data planes

Extensive research has explored the deployment of SFCs
in PDP. The SFCs deployment is to steer network traffic
traversing specific fixed network functions in order among
multiple switches [4], [5], [15]. PANFV [5] and FlexMesh [4]
provided network architectures to dynamically implement
SFCs for satisfying network requirements on runtime.
SFP [15] proposed a mathematical programming model to
maximize traffic processing. Some works have discussed
offloading partial logic for processing acceleration [16], [17],
[18]. DPPx [16] leveraged a centralized controller to offload
network functions and manipulate the deployment of SFCs
and traffic route. P4SFC [17] and LightNF [18] emphasized
partially offloading logic which can be accomplished in the
P4 data plane. Utilizing recirculation operations can achieve
SFCs deployment in a single switch [19], [20]. Dejavu [20]
implements SFCs by forcing packets to enter the processing
pipeline multiple times. However, throughput sharply de-
creases by 95% when the number of recirculation reaches 5.
In order to reduce deployment cost, some works focus on
removing the same logic within different network functions
to save limited resources in the pipeline [6], [21]. pSFC [6]
proposed an ILP that allows composing the same logic and
offered a scheme to embed SFCs onto the distributed P4 data
plane. For example, in Fig. 1, NF1 and NF2 in the SFC have
the same logic (Hash and Forward tables), and they can be
composed to be placed in the same stage s,,—1 in switch B.

However, these deployment schemes are based on the
assumption that network demand is deterministic and re-
sources are not oversubscribed. They are ineffective for
dealing with network dynamics because any tiny changes
in SFCs could lead to a large number of unnecessary migra-
tions with large migration cost.

3 SYSTEM MODEL
3.1 Overview of Monte

The system architecture of Monte is shown in Fig. 1. Upon
receiving SFCs changes from operators, Monte analyzes each

TABLE 1
Notation of symbols

Control flow graph (CFG)

Control flow graph of SFCs, G. = {V., E.},

Ge including node set n;,n; € V. and edge set E.
Vi A set of type t € T of nodes

Vy A set of SFC f of nodes

D(ni,n; ) Dependency between node n; and n;

1;, Oy Input and output stage for a node n;

fstart, fena  Input and output switches of SFC f

R™ Resource requirement of type m of node ¢

um Limited type m of resources in each stage

Substrate network

Substrate network graph, G4 = {Vy, E4}, including

Ga node set u,v € Vy and edge set uv € E4
Su A set composed of stages of programmable switch w.
Ly, @gelay Latency of link uv and end-to-end latency of SEC f
¢l buw Bandwidth of SFC f and link uv
Pu Whether switch u is programmable
h Maximum number of available substrate switches
Migration graph
a Migration graph, G = {V;, E}, including node

r set V, and edge set E,.

Migration scheme, including reconfiguring

T switch set 7. and state migrating switch set 7¢
cu cu Cost of stateful migration and switch

str e reconfiguration of substrate switch u
Clac Cost of deployment
Variables
x? Whether CFG node n; is placed in stage s
xf Whether stage s places type t of CFG node(s)
Q™ Allocated resources of type m for node n; in stage s
Q™ Allocated resources of type m for type t of node(s)

t in stage s
=] Whether SFC f has CFG node(s) placed in stage s
z{: Whether SFC f has CFG node(s) placed in switch u
z{fv Whether the SFC f traverses the substrate link uv

SFC by the graph tool (Section 3.3), and models constraints
in the hardware pipeline (Section 3.4) and the substrate
network (Section 3.5). Then it computes a dynamic mi-
gration scheme (Section 4.1) with minimal migration cost
(Section 4.2).

To achieve the two procedures of reconfiguration and
state migration, the CPU in P4 hardware switches is respon-
sible to operate three modules: switch reconfiguration, state
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Fig. 2. An example of migration graph.

storage, and packet generator. A simple example of state
migration shows how the three modules work in Fig. 1. In
the migration procedure, in step 1, the module of switch
reconfiguration is responsible for reconfiguring switches B
and C. Switch B that is reconfigured from the original P4
program to the source migration program piggybacks states
of NF2 saving in registers to packets, and switch C that is
configured to the target migration program receives piggy-
backing packets and copies them in the CPU for storage.
In step 2, the CPU of switch B generates piggybacking
packets by the packet generator and sends them to switch
C at an adjustable speed. In step 3, once all states are
migrated successfully, the switch C is configured to the new
P4 program (adding the new NF#) while its CPU recovers
migrated states which reside in registers of the pipeline.

3.2 Live migration mechanism

A live migration mechanism is crucial to ensure the proper
sequence of migration operations applied in corresponding
switches, thereby avoiding migration conflicts. For instance,
if state migration is required from switch A to B and B
to C, a conflict arises in switch B if the migrations are
executed in parallel. To address this issue, we propose the
migration graph that illustrates the migration request. The
graph is a directed graph G, = {V,, E,.}, where V, is the
set of nodes representing the migrated switches, and FE,
is the set of edges representing the state migration request
from the source node to the target node. The live migra-
tion mechanism is responsible for applying all requests of
state migration and switch reconfiguration in the correct
order, as specified by the migration graph. Therefore, Monte
transforms the problem to the procedure of finding the
topological sequence of the migration graph. For example,
applying state migration can remove edges, and nodes with
0 in-degrees can be added to the sequence result.

To process the migration graph, we define four oper-
ations: (1) state migrating, which transfers states from the
source switch to the target switch; (2) store to CPU, which
retrieves states from hardware pipeline and saves them
to the CPU; (3) reconfiguring, which reconfigures hardware
pipeline from the original file to the reconfigure file; (4)
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restore from CPU, which restores states from CPU to hard-
ware pipeline. Multiple switches can execute operations in
parallel to reduce migration time if they do not conflict. In
addition, four P4 code files are maintained in each substrate
switch. The original file is used to configure the current
pipeline, while the reconfigure file is used to configure the
new pipeline. The source migration file is used to migrate
states in the current pipeline to others, while the target mi-
gration file is used to receive migrated states. For instance,
the reconfiguring operation is to replace the original file
with the reconfigure file; if switch A migrates states to B,
A and B should configure the source migration file and the
target migration file respectively for state transmission.

Fig. 2 illustrates an example of a migration graph that
demonstrates the migration process via the four operations.
In this example, three substrate switches are source and tar-
get migrated switches simultaneously. The migration graph
is not a loop-free graph, which means that there may be
cycles in the graph, suchas A -+ B — C' — A. To break the
loop, a node needs to be chosen first (e.g., B) to reserve its
states into a backup node. An effective method to achieve
this is to use the CPU in the P4 hardware switch as the
backup. The advantage of using the CPU is that it does
not incur any migration cost, and the process can easily be
achieved by PCle tunnel [22]. In step 1, the CPU of switch B
retrieves and saves states that need to be migrated to C. In
step 2, switches A and B execute reconfiguring operations to
replace with source and target migration files, respectively,
and then switch A migrates its states to B. After state mi-
gration process is completed, the CPU of switch B retrieves
the migrated states. In step 3, switch C' is reconfigured to
receive migrated states, and switch B restores the states of
the original pipeline from its CPU. Then, switch B migrates
states to C' while CPU operations in C' are the same as those
in step 1 and 2. In step 4, operations are applied for the state
migration from switch C' to A, where switch B can configure
the reconfigured file in parallel. Lastly, switch A and C
are reconfigured to the reconfigure files. A migration graph
can be illustrated by three procedures, loop break, state
migration and reconfiguration. Each procedure can further
be achieved by the four operations in a proper sequence.

3.3 Network function abstraction

Different graph models can be used to abstract network
functions for analyzing elements of P4 programs (e.g.,
match-action tables) [6], [23]. The CFG (Control Flow
Graph) [6] details more properties of P4 programs. It is
defined as a directed acyclic graph G. = {V., E.}, where
V. is the set of nodes that refers to tables or conditions in
P4 programs, and F, is the set of directed edges each of
which describes the execution direction of two nodes. Each
node n; € V. has two attributes: (1) required resources and
(2) fields of match and action. The first attribute describes
required resources to allocate when the node is placed in the
stage (e.g., SRAM, TCAM, and ALUs). The second attribute
dictates what packet fields are matched and applied to ac-
tions. For example, the node of forward table in P4 program
has a match field of the destination IPv4 address which
matches each packet’s IPv4 to corresponding table entries.
In the hardware pipeline, if two nodes mutually operate
the same fields, they have the dependency relationship



and cannot be placed in the same stage. For example, if
node n; modifies the same fields node n; matches, n; must
precede n; to avoid inconsistent problems in the pipeline.
Other dependency relationships are detailed in Section 5. A
dependency matrix D is defined to represent relationships
among different nodes in the CFG, where D(n;,n;) = 1 if
the two nodes have a dependency.

An SFC can be modeled by a compound CFG formed by
several CFGs of chained network functions, where the same
logics within these CFGs can be merged to share allocated
resources in the P4 pipeline [6]. As shown in Fig. 1, the
compound CFG of the SFC is composed of two CFGs of NF1
with three nodes and NF2 with four nodes, and the yellow
node is the same node (e.g., forward table) in both CFGs.

3.4 Constraints in the hardware pipeline

The placement of P4 programs in the hardware pipeline can
be transformed as embedding nodes of a CFG while satis-
fying resource constraints and correct dependencies among
nodes. Multiple SFC requests from users can be analyzed
and further merged into a single CFG consisting of CFG
nodes n; € V.. We use two node sets, Vy and V4, to represent
two sets of nodes. Nodes in V belong to SFC f € F'. Nodes
with the same properties (i.e., shared nodes) exist within the
CFGs. Assume that the node set has T' of node types (e.g.,
Forward, Sketchl, Sketch2, and Hash in Fig. 1), then we use V;
to represent the set of type ¢t nodes (t € T'). If n;,n; € Vi, n;
and n; are shared nodes. Two binary variables, z; and x7,
are used to denote whether the node n; is placed in stage s
and whether the s places type ¢ node(s), respectively. Thus,
the relationship between z§ and ] is therefore:

VieT,VseS: = \/xf, 1)
n; €EVy
where S denotes the set of available stages of all pro-
grammable switches in the substrate network topology.
To completely deploy SFCs, each node n; in the node set
must be assigned to at least one stage in the pipeline:

Vn; € Vo 1<) af <, )
ses
where £ is a constant to confine the maximum number of
stages within which a node can be placed.
I; and O; are defined as the input and output stages of
n;. If two nodes have a dependency (i.e., D(n;,n;) = 1), the
output stage of node n; must precede the input stage of n;.

Vni,nj EVCZD(TLZ',TLJ‘):l — Oi<Ij. 3)

Meanwhile, a node may consume different types of
pipeline resources M = {SRAM,TCAM,ALU} for com-
putation and storage. An integer variable Q;""" represents
the allocated resources of type m € M for node n; in stage
s. All resources of each node must be allocated completely:

Vn; € Ve,Yme M : Y Q7™ =R, €Y
ses
where R}" is the requirement for resource type m of n;.
Two shared nodes, say n;,n; € V;, should be allocated
with the same amount of resources in a stage:

Vs e S, Vn;,n; € Vi,vteT,Ym e M :

5

5

Since each stage in the hardware has limited resources
U™, the total allocation of resources of nodes in a stage must
not exceed its capacity:

VseSVmeM:> Q™ a; <U™, (6)
teT

where Q"™ refers to allocated resources for type t of
node(s). Under the Equation (4)~(6), resources in the
pipeline are allocated according to the type of nodes. In
other words, deploying multiple nodes of the same type
in the same stage does not result in duplicated resource
consumption, thereby allowing the shared logic to reduce
deployment costs. Specifically, we use Q;""" to accumulate
the resource consumption in stage s instead of Q.. When
multiple nodes of the same type ¢ are deployed in the same
stage (i.e., ; = 1), the resource consumption is accounted
for only once using ;""" rather than multiple times using
Q;"™ (Equation (6)).

3.5 Constraints in the distributed substrate network

The substrate network can be abstracted as a graph G4 =
{Va, Eq}, where Vj represents the set of switches (including
programmable switches and non-programmable forward-
ing switches) and E; represents the set of links. The stage
set of switch u € Vg in the physical network is defined as
Su. Two binary variables are used to locate which switches
are placed nodes of SFCs. 2/ refers to whether stage s places
node(s) belonging to SFC f € F, and z/ represents whether
the SFC f is deployed in the switch v € Vj. Locations of
SFCs can therefore be deduced:

VseSVfeF:zl=\/ 7)
niGVf
VuEVd,VfEF:z{z: \/zg-pu, 8)
SESL

where p,, = 1 represents that u is a programmable switch
that can be assigned to deploy SFCs; otherwise, the switch
is a non-programmable forwarding switch (p,, = 0).

Next, a binary variable zf, is introduced to represent
whether an SFC f traverses the substrate link wv. To guaran-
tee only one single path for the deployment of an SFC f, the
ingress and egress switches must connect and be connected
to only one switch:

u:fsmrt: Zzivzl;u:fend: Z Z,{:u:1 )
veEVy veVy

A switch in the middle of the path must only connect or be
connected to one switch:

Yu € Vg \ {fstartvfend} : Z Z%fv <1, Z Zzu <1. (10)
veEVy veEVy

Afterward, the Equation (11) can guarantee that packets
can be steered to a path from ingress to egress of the SFC in
the substrate network.

11 U = fstart
SN G - =8 L u=fea . A
veVy fEF 0, otherwise

where fsiqrt and fepq denote the ingress and egress switches
of f, respectively.



Switches that are allocated resources for an SFC must be
located in the path of the SFC:

VueVd\{fend}:z =1 = Z zf >1.

uveEy

(12)

The latency of an SFC is restricted to the maximum
allowed end-to-end latency @56 lay*

VfeF: Z buw - Zifu < wilcelay’

uveEFE,y

(13)

where [,,,, represents latency of link uv.
The link bandwidth capacity b, cannot be exceeded:

Vuv € Eg : Z C{w .
fer

2 < b

Zuv > Oywy

(14)

where Q{w represents the bandwidth of SFC f.

3.6 Migration cost and objective

The migration process involves modeling the migration
scheme (T = Ty, Ts:) from the given deployment (e.g., vari-
ables) to the migrated deployment. The migration scheme
includes switches that execute the sorting sequence of two
migration operations (reconfiguring switch set 7, and state
migrating switch set 7,;). The cost of the migration operation
is determined by the amount of network traffic packets that
are affected during the execution procedure. To calculate the
migration cost, we define the cost of reconfiguring C', and
state migrating C'%, in switch u as the downtime (explained
in Section 6) of switch applying operations of reconfiguring
and state migrating multiplied by the flow rate of traffic
flows in switch u. Thus, the migration cost can be obtained
as the sum of all migration operations in the live migration.

The migration objective aims to minimize the migration
cost and deployment cost Cy. which is defined as the
number of occupying stages [6]. To simplify the problem, we
use the weighted sum method to transform it into a single
objective problem. The objective therefore can be defined as:

(Z -Cr+ Z O+ (1 —w)-Cge).  (15)

UETre VETst

min(w

The problem of P4 program placement across multiple
switches has been shown to be NP-complete [6], [24]. Specif-
ically, by removing the dependencies between nodes in the
CFG, the problem reduces to a multi-knapsack problem
(MKP). In Monte, when the SFC requirements change, the
deployment strategy must still comply with the pipeline
constraints imposed by the switches. Given that the same
hardware switches are utilized, these constraints remain
unchanged. Consequently, this problem is also NP-hard.

4 ALGORITHMS OF Monte
4.1 SFCs migration algorithm

A resource-efficient SFCs migration algorithm is proposed
to search for the migration scheme with minimal cost (Algo-
rithm 1). A migration scheme consists of migrated switches
that execute migration operations and other switches in the
substrate network remain unchanged. Given such a scheme,
the algorithm attempts to place new nodes of NFs from new
SFCs requests under constraints in the hardware pipeline

Step 1: Node sharing:

SFC change: AddNFs Deployment of

. Possilble
e Share with other SFC AddNOd es: . (i‘g}?ej?:‘ﬁ(

Compound CFG @ E DD D D D f/ B / CD(I(\BBCC);)JJ 81X
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Current placement &825—3,

(a) In step 1, the algorithm compares the differences of an SFC before
and after changes (i.e., the red and dark blue nodes are added).
Since the dark blue node has already been deployed and is used by
other SFCs, it can be directly shared without allocating additional
resources. The algorithm calculates possible schemes based on the
current deployment status to place the red node, where a single switch
is estimated to have insufficient resources to place the red node.

Idle stage
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(b) In step 2, with the scheme { A, B}, the resources of the two switches
are combined into a virtual pipeline. The deployment of the red node
must consider the stage range determined by its dependencies with
other nodes. Consequently, the red node is deployed in A, and the
state of the purple node needs to be migrated to B.

Step 3: Node release (sch'=({A,B}, 0)): Dependency relatlonshlp 0—0—0

Released node
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Place:
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(c) In step 3, the red node must be placed after the green node due to
dependency constraints. By shifting the placement of the green node to
an earlier stage (i.e., releasing node dependency), sufficient resources
become available in A to accommodate the red node. As a result, the
migration scheme does not require any changes to the deployment in
B, thereby reducing the migration cost.

Fig. 3. An example to illustrate the migration algorithm.

and substrate network, and finally computes migration cost.
The main idea of the algorithm can be summarized into
three steps (an example shown in Fig. 3).

Step 1: Node sharing. The algorithm first compares
differences between the old and new request of each SFC
(line 4 ~ 5 in Algorithm 1, frecw, € Fpew) resulting in
addNFs that saves nodes of new network functions and
deleted nodes from f,;4 that are added in DelNodes. Since
placing shared nodes in the same stage can avoid resource
wastage (Equation (4)~(6) in Section 3.4) and does not cause
reconfiguration (detailed in Section 5), the algorithm then
checks each node in addNFs whether they have shared nodes
that are placed in the pipeline for other SFCs (line 6 ~ 11). If
so, the node would be placed in the same stage; otherwise,
the node is added in AddNodes. In addition, since a node
may have dependency with other nodes (Equation (3)), there
is a valid stage range within which the node can be placed,



and the same stage (shared nodes are placed in) must be in
the range (line 7 ~ 8 of Algorithm 1).

A set of migration schemes (Sch) is generated (line 13),
The algorithm prioritizes generating migration schemes that
consist of all possible combinations of switches where SFCs
are deployed. For example, in Fig. 3(a), since a single switch
is estimated to lack sufficient resources to place the red
node, four remaining possible schemes are considered. If
these migration schemes do not meet the constraints of the
SECs in the substrate network (Section 3.5), Breadth-First
Search (BFS) is used to search for new switches where the
SFCs have not yet been deployed until the SFC constraints
are met [25]. The search results are then used as the migra-
tion schemes.

It is noted that the delete process (line 12) of DelNodes can
avoid cost happening in the migration (details in Section 5).

Step 2: Node placement. Nodes in AddNodes are further
placed by function Node_place() (Algorithm 2). Sorting to
determine which node can be placed earlier is important as
it can affect the quality of placement [23]. To evaluate each
node, Monte selects three critical sorting M etrics: memory
consumption, stage range, and the number of dependencies
with other nodes, because their values are the main factors
that may lead to placement failure. For example, a small
stage range narrows the range of available stages in that the
node can be placed, and large memory consumption means
that more available resources are needed. We use min-max
normalization to rescale each metric in the range [0, 1]:

Wk - Wwk.
Vk € Metrics,Vn; € V, : kF = W, (16)

where W} and k¥ denote the value and rescaled value of

(]
metric k of node n;, WX and Wk . refer to the maximum

mazx min
and minimum value of metric k.
The total of the three metrics ¢; of node n; is used to sort

the nodes from large to small (line 2 of Algorithm 2):

k
S o

keMetrics

Vn; €V, 1eg; = 17)

Node placement in multiple hardware pipelines is com-
plex as it must consider all constraints (Section 3.4) among
these pipelines. Thus, to optimize resource allocation, Monte
combines all stages in a virtual pipeline (line 5 of Algo-
rithm 2). For example, in Fig. 3(b), idle stages (without plac-
ing nodes) from different pipelines can be flexibly moved
and combined to satisfy the stage range of the red node.
Specifically, the two idle stages (grey rectangle) are moved
to before the purple node for the placement of the red node.

However, state migration may happen in recovering the
virtual pipeline to the hardware pipelines. As in Fig. 3(b),
the purple node is moved to switch B so that state mi-
gration of its states from A to B is required. Fortunately,
if Monte rules that all original relative positions of stages
are static when moving idle stages, a migration loop will
not happen, because loop migration must incur disorder of
relative positions between two stages.

Afterward, each node in AddNodes is placed into the
virtual pipeline in order while updating its migration graph
via function Place() until it is placed successfully or no idle
stage can be used to place. In the placement procedure,
we define a high-cost node as a node that leads to state
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migration or placement failure, increasing the migration
cost. Whenever a high-cost node is detected, the node and
the current scheme are recorded for further analysis (line
9 of Algorithm 2). Once all nodes in a scheme are placed
successfully, the algorithm computes the migration cost
using the Compute_cost function (Section 4.2). It outputs the
best scheme with minimum migration cost and a set of
schemes that need to be placed again, denoted as Scl'.

Step 3: Node release. This step is to deeply analyze
high-cost nodes and their schemes. In the first place, func-
tion Node_release() releases nodes (i.e., n; € Fy1q \ AddNodes)
that have dependency with the high-cost node from the
given deployment. These nodes will be attached to Sch’
and placed again. The strategy works well because it re-
leases constraints of dependency of high-cost nodes, thus
enlarging the stage range of the node so as to increase the
possibility of successful placement. In Fig. 3(c), the green
node has dependency with the red node. After releasing
the green node and placing it again, the red node can be
fully placed in switch A, eliminating the need to change the
deployment of switch B, thereby decreasing migration cost.

Next, function Node_place’() places the previous results.
Different from function Node_place(), this function uses BFS
to search new substrate switches for placement if the vir-
tual pipeline has no available stage resources. The function
provides sufficient stage resources until available substrate
switches are used up, but it also brings more deployment
cost. Therefore, Monte provides a tuning parameter h to limit
the number of new extra substrate switches that are used to
place. For example, if h equals 0 no new substrate switch
can be used. More experiments about the parameter are in
Section 6.2. The function outputs the best scheme from Sch’.

Lastly, the algorithm selects the minimal cost scheme
between the two migration schemes and executes SFCs
migration based on the sorting sequence of migration op-
erations in the network. The complexity of Algorithm 1
is determined by function Node_place(). Since the function
requires trying all possible schemes and, for each scheme,
each node in AddNodes should search placing stages from
its stage range, its complexity is O(M- o - R), where M is the
number of all possible schemes, ¢ is the number of nodes in
AddNodes, and R is the length of the stage range of nodes.

4.2 Live migration procedure

Algorithm 3 is proposed to illustrate live migration and
compute the cost of a migration graph (as defined in Sec-
tion 3.6). It first searches whether loops exist in the migra-
tion graph and breaks them (line of 1 ~ 8). In each iteration,
the algorithm handles one loop, in which the node that has
the maximum in-degrees would be selected to break because
it can reduce the complexity of the graph. Then, it adds
the node in V,.¢; and updates the migration graph. Once all
loops are broken, function Level_sort() is used to sort nodes
in levels based on the thought of topological sorting (line
9), where nodes with zero in-degrees are classified in the
same level. Besides, since state migrating operations need to
identify target migration switches, results of V,.¢; and Vo
also save target switches for each state migration request.
Afterward, switches execute reconfiguring operations and
state migrating operations can be classified as 7, and 7
from the two nodes set.



Algorithm 1: SFCs migration algorithm

Algorithm 3: Function: Compute_cost()

Input: D, the given deployment

Frew, Fola, migrated SFCs and current SFCs in D
1 Initialize AddNodes, DelNodes
2 if F e = Fo1q then
3 for each f,q in F,q do
addNFs« fnew - (fold n fnew)
DelNodes < DelNodes U (fora — (fora N frew))
for each n; in addNFs do
range=Compute_stage_range(n;)
ifVt € T\nj,n; € Ny :xj =1,s € range

then

9 L n; is placed in the stage s

@ N9 S Ul e

10 else

1 | AddNodes.Insert(n;)

12 Delete_nodes(DelNodes)

13 Sch < Generate_schemes(AddNodes, D)

14 C, Vmigm,Sch' <Node_place(Sch,AddNodes, D)
15 | Sch’ < Node_release(Sch’, D)

16 | C',V}igra <Node_place'(Sch', h,D)
17 if C < C' then

18 | Migration(Vinigra)

19 else

20 | Migration(V,,

igra)

Algorithm 2: Function: Node_place()

Input: D, the given deployment
AddNodes, the set of nodes that need to be placed
Sch, possible migration schemes
1 Initialize C' <inf, Vinigra, Sch’ 0
2 AddNodes.Sort_by_metrics()
3 for each sch in Sch do
Gsh ()
Combine_stages(sch)
for each n; in AddNodes do
flag, GS¢" «Place(n;, D, sch, G5")
if I flag then
| Sch'.Insert((sch, n;))

© ® N o u e

10 if Place successfully then

1 cost, Viig < Compute_cost(G5")
12 if cost< C then

13 L C' <—cost

14 Vmigra — szq

15 Return C, Viyigra, Sch’

The function finally outputs the two migration sorting
sequences, presenting the migration process. Specifically, in
Visort, nodes with 0 in- and out-degrees execute reconfigur-
ing operations, nodes with 0 in-degrees and 1 out-degree
apply state migration to their target switches, and nodes
in V¢ execute the procedure of loop break. Therefore, the
migration cost can be computed as line 10 of Algorithm 3.

The complexity of Algorithm 3 is O(¢ - (|V;| + |E;|)),

Input: G, migration graph
1 while True do
Loopnodes, flag < G,..Find_loop()
if flag then

2

3

4 node < argmax Indeg(u)
5

6

w € Loopnodes

Vielr.push(node)
G.Update_graph(node)

7 else

L break

9 Visort < G..Level_sort()

10 COSt 4— Zué‘rre cr + ZUETSt Copy Tre UTst =
erel U Vvsort

11 return cost, Viort U Ve

where 1) represents the number of migration loops in the
graph, and |V,.|+|E,| is the complexity of finding migration
loops of graph G,.

5 IMPLEMENTATION

Hardware Switch. Our testbed implementation utilizes P4
hardware switches, specifically the Flnet S9180-32X with
Intel Tofino ASIC [22], to model the hardware pipeline. The
pipeline is composed of 12 stages, with each stage featur-
ing 10Mbits of SRAM, 528Ktrits of TCAM, and 8 stateful
ALUs. To account for the ASIC’s dependencies, the pipeline
defines the following dependencies: (1) match dependency,
i.e., upstream table modifies downstream table; (2) action
dependency, i.e., two tables mutually modify the same field;
(3) successor dependency, i.e., the conditional operation.

Table control. Similar to work [26], Monte assigns a unique
SFC_id and NF_id to the header of each packet, enabling
the identification of packets from different SFCs and deter-
mining the specific logic that should process each packet.
These two identities are added as keys to match in each
match-action table, allowing table entries to match specific
SFC packets. This enables dynamic manipulation of table
entries during runtime to control the processing sequence
of SFC packets and add or remove sharing nodes without
incurring reconfiguration costs. Specifically, deleting a node
logic of the CFG can be achieved by removing entries on
runtime, without bringing reconfiguration cost.

Migration operations. In the reconfiguration operation,
we utilized the fast reconfiguration technique (fastreconfig)
provided by Intel Tofino hardware switches. This feature
allows for rapid reconfiguration of different P4 programs
within 50 milliseconds, including changes to the P4 logic
and the insertion of new flow tables. In the state migration
operation, we used the packet generator provided by the
P4 switch, as implemented in P4Sync [14], to generate
packets carrying state information. This generator produces
a series of packets with incrementing hash values, allowing
access to specific register locations in the switch. Similar
to SwingState [13], we augmented each register in the P4
code with a simple logic to update and retrieve the register
values. For interactions with the CPU, we specified a CPU
port, which is accessed via a PCle connection [22].



6 EVALUATION
6.1 Experimental setup

Hardware and software environments. The hardware testbed
consists of two P4 hardware switches (equipped with Intel
Tofino ASIC) and two servers with 8 Intel Core i7-4771 CPUs
running at 3.50GHz, connected through 10 Gbps fiber links.
P4, programme language is used in the implementation.

In network simulations, we constructed environments
using Mininet and P4 software switches with the Bmv2
target [27]. We tested two different network topologies:
AboveNet [28], which has 22 nodes, and a FatTree-based [29]
topology with a pod size of k=2 (i.e., each pod has four
switches). A subset of switches are randomly selected as P4-
programmable switches to implement SFCs, while the re-
maining switches acted as L3 routing switches. The latency
of each link in the network ranged from 2ms to 20ms.

Migration rate. To evaluate the performance of Monte in
handling SFC changes, we generate random SFC changes
such as adding or deleting network functions, and modify-
ing SFC attributes such as latency and throughput. Inspired
by work [8], the migration rate A is proposed as a parameter
to tune the degree of SFC changes. It is defined as the ratio
of the number of affected network functions in the new SFC
to the number of network functions in the original SFC.

Migration downtime. Downtime is yielded by the two
migration operations. In experiments, downtime of the re-
configuring operation is set to 50ms [22]. Downtime of the
state migration operation approximately equals link latency
because the amount of migrated states is under the capacity
of the PCle tunnel.

Construction of SFCs. We select network functions (i.e.,
P4 programs) from the P4 tutorial [30], example programs
of the Intel Tofino ASIC [22], and stateful network function
works [31]. We randomly generate five SFCs, each of which
chains between 4 to 8 network functions, where the same
network functions may appear in different SFCs.

Comparison methods. Two migration schemes are used for
comparison, i.e., Swing State [13] and P4Sync [14]. However,
they are designed for migration from a migrated target
switch to a backup switch and lack strategies to arrange
the migration within multiple switches.

A migration mathematical model is created as the base-
line, whose optimal solution is obtained from Gurobi [32].
In the model, the migration process can be modeled from
a given deployment to a migrated deployment, with binary
variables to present node placement. Thus, the migration
cost can be computed by changes in these binary variables
after migration. However, achieving live migration in the
migration model is challenging. We calculated the top-k
optimal migration results from the solver as the optimal
result for comparison with Monte.

We also compare Monte with pSFC [6], which is an SFCs
deployment scheme in the programmable data plane that
aims to minimize deployment cost while respecting con-
straints between hardware pipeline and network attributes.
pSFC uses a heuristic algorithm and an ILP to make a trade-
off between performance and execution time. Two heuristics
are designed for deployment cost comparison, FFS (First Fit
by Size) [23] and TS (Topological Sorting). Their main ideas
are to generate the placing node sequence with different
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Fig. 4. Comparison of migration cost, where the normalized migration
cost is calculated as the result of each bar divided by the result of Gurobi
under migration rate ranging from 0 to 0.1.

strategies: FFS priorities nodes with large resource usage
and TS only generate a topological sequence of the CFG.

6.2 Performance of migration optimization

Comparison of migration cost. We conducted an evaluation
of Monte’s performance in migration. We started by gener-
ating five SFCs and deploying them using a deployment
algorithm such as pSFC, which served as the initial state.
We then randomly generated changes in the SFCs’ net-
work functions and attributes, with the degree of change
varying based on the migration rate parameter A. As A
increased, the possibility of changes in SFC attributes also
increased. We ran more than 50 iterations for each range
of A for the three methods and evaluated the migration
cost. Two network topologies, FatTree and AboveNet, were
built for migration evaluation, and a subset of nodes within
these topologies (i.e., 7 nodes in FatTree and 11 nodes
in AboveNet) was selected as available P4 programmable
switches for SFC deployment and migration.

Results in Fig. 4 demonstrate that Monte’s migration cost
is, on average, 94.03% lower than that of pSFC. As the
value of A increases, both Monte and Gurobi incur higher
migration costs, as they need to perform more reconfiguring
operations and stateful migrations. However, pSFC’s migra-
tion cost remains high due to its tendency to shuffle and
rearrange nodes among network functions in the hardware
pipeline even when there are only slight modifications to
network functions. Monte achieves lower migration costs
than pSFC because it adopts a different strategy to handle
changes in SFCs. Specifically, pSFC frequently generates mi-
gration loops by rearranging nodes in the pipeline, whereas
Monte focuses on maintaining the initial deployment state.
As a result, Monte incurs fewer migration costs.

The Gurobi scheme, leveraging a larger search
space, achieves superior optimization results compared to
heuristic-based algorithms in Monte. In contrast, Swing State
and P4Sync, designed primarily for single-switch scenarios,
can only work in the migration of the single switch at lower
migration rates, but become ineffective when the migra-
tion scheme involves multiple switches at higher migration
rates. For comparison with Monte in Fig. 4, we removed the
infrequent cases of failure from Swing State and P4Sync that
required multiple switches for migration at lower migration
rates (i.e., (0,0.1] and (0.1,0.3]).

Comparison of running time. The running time of the
three methods is evaluated and presented in Table 2. Two



TABLE 2
Execution time (seconds).

Network setting = Monte pSFC  Gurobi #1  Gurobi #2
FatTree (low \) 0.187 0.131 26.40 00
FatTree (high \) 0.179 0.127 79.23 0o
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Fig. 5. Balancing migration and deployment cost.

different objectives are set for Gurobi #1 and Gurobi #2 in
the experiments. Gurobi #1 minimizes only the migration
cost (e.g., w = 1 in Equation (15)), while Gurobi #2 balances
both migration and deployment cost (e.g., 0 < w < 1).
Additionally, the TimeLimit parameter is set to 48 hours, and
Gurobi will terminate the algorithm if it exceeds the time
limit. However, the solutions may be sub-optimal.

The experimental results indicate that topology scale and
migration rate can significantly affect the running time of
Gurobi #1. As the size of topology expands, the search space
also increases, resulting in a longer running time. Similarly,
a higher migration rate leads to a larger number of nodes to
be migrated, lengthening the search time.

In contrast to Gurobi, the model with consideration of
the deployment objective is highly time-consuming as it in-
creases the search area to balance migration cost and deploy-
ment performance simultaneously. Consequently, Gurobi #2
failed to find the optimal solution within the limited time.

In comparison, Monte is more practical as it can effec-
tively respond to dynamic network requirements with an
acceptable running time. In summary, Monte’s migration
strategies are effective in reducing migration costs, allowing
it to cope better with SFC dynamics, and it strikes a good
balance between optimality and efficiency.

Comparison of migration and deployment cost. To investigate
the trade-off between deployment and migration costs, we
introduce a parameter h to control the number of new
substrate switches that can be used for migrating SFCs
and have not yet been used for placement. By allowing
the algorithm to explore migration schemes that involve
using these new switches, we can potentially achieve lower
migration costs, as these switches can be pre-configured
without disrupting the current SFCs deployment and then
rerouted in live migration. However, a higher value of
also increases the chained length of deployed switches,
which can potentially result in increased migration costs for
subsequent migrations, as observed in our previous exper-
iments. Furthermore, a longer chain of deployed switches
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also increases the risk of deployment failure if SFCs’ latency
requirements change, which could force the algorithm to
find a new path to migrate, incurring large migration costs.

We also evaluate the number of new substrate switches
required when Monte outputs the minimal migration cost
result from all feasible schemes. In Fig. 5(a), the number
of new substrate switches increases with the rise of the
migration rate. The main reason is that deploying SFCs in
new substrate switches is a good option to reduce migration
cost when applying migration operations only in one switch
cannot satisfy SFCs changes. Hence, we set a dynamic value
to h which is always equal to 0 until there are no feasible
solutions. Once all schemes with n = 0 fail, the algorithm
starts to increase h until finding sufficient stage resources
to place. In other words, the strategy of Monte tends to fill
the deployed switches first for dealing with SFCs changes
until all switches cannot satisfy the changes. Applying this
strategy, we conducted the experiment in Fig. 5(b).

The deployment cost gap between Monte and pSFC is
small. Benefits from fine-grained pipeline placement anal-
ysis, the deployment cost of Monte is superior to the other
two general heuristic algorithms in most time. On the one
hand, in pSFC, due to the existence of network function
deletion in SFCs changes, sometimes migration cost reduces
after migration. On the other hand, in Monte, since it should
decrease the number of moving nodes, deployment cost
always increases or remains unchanged. In short, Monte
can use the parameter h to make the tradeoff between
deployment and migration cost effectively.

6.3 Performance of latency in Mininet

In this experiment, we measured end-to-end latency in a
network simulator in different migration rates, e.g., (0, 0.3),
(0.3,0.5), and (0.5, 0.75). Given an initial deployment state in
FatTree, we generated SFCs changes by the three migration
rates and implemented the migration results derived from
the three algorithms (Fig. 6). With a small A, the three meth-
ods have nearly the same latency because small changes
in Monte can be directly tackled in idle stages. The fifth
SFC has less latency since it is deployed on fewer switches.
In a median A, average SFCs latency in Monte (n > 2)
starts to increase. This is because it found and chose the
migration scheme with less migration cost via deploying
the new switch. Latency in TS starts to rise because of the
increase in deployment cost, and it requires more switches
to deploy. In the large A, pSFC can still compute the scheme
with minimal deployment cost. However, Monte (dynamic
h) cannot find feasible solutions to place new nodes of SFCs
changes by its strategy of keeping minimal migration cost.
Eventually, Monte with two different h settings requires the
new switch for deployment.

In fact, the third condition rarely appears in our exper-
iments. The worst case might exist because Monte brings
extra deployment cost when it minimizes migration cost.
Meanwhile, the deployment cost can affect the performance
of SFC latency. Thus, the fine-grained pipeline placement
strategy is essential in Monte.

6.4 Migration downtime in hardware switches

We built a topology using two P4 hardware switches as
well as two servers to send end-to-end packets to measure
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Fig. 7. Experiment on P4 hardware switches (Tofino ASIC).

downtime in migration. The migration request is generated
at a random time point, and the controller produces the new
P4 reconfiguration file via algorithms of Monte. Then, we
cut down the process of the current switch and used the
function fastreconfig that Tofino ASIC provides to replace the
original file with the new reconfiguration file, where new
entries are installed via the controller simultaneously.

Results in Fig. 7 show that the migration downtime
time lasts for 22ms. Packet loss is inevitable during the
downtime, and recovery of these packets can only rely on
other methods (e.g., retransmission). Therefore, Monte is
necessary because it can effectively mitigate the degradation
of network performance resulting from migration in the
programmable data plane.

7 CONCLUSIONS

This paper presents Monte, a scheme for migrating SFCs in
the distributed programmable data plane. Monte formulates
the migration process as an integer programming problem
to optimize both migration and deployment cost. Moreover,
Monte designs a live migration solution that minimizes
migration cost in the dynamic migration process. Experi-
mental results demonstrate that Monte significantly reduces
migration cost while saving pipeline resources for SFCs
deployment.
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