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Abstract

Silent packet drops are common in data center networks, and are a major cause of
network performance anomalies (NPAs) that have significant impacts on application
performance and network management. However, existing solutions using coarse-grained
statistics and flow-level telemetry either fail to provide precise location of packet drops
or incur large overhead. This paper presents dDrops, a packet-level telemetry based on
programmable data plane to detect and retrieve details of silent packet drops immediately
when they happen. dDrops can dynamically adapt to varying ratios of silent packet drops
for different ports on a switch to improve performance of silent packet drops detection.
Moreover, a dynamic memory management scheme is also designed to efficiently use the
limited memory on the data plane of switch. dDrops has been implemented on both P4
hardware programmable switches (based on Intel Tofino ASIC) and BMv2. Extensive
experiment results show that dDrops is able to detect and locate the silent packet drops
within 5ms (including detailed information of dropped packets), and reduce the memory
consumption by up to 50%.

Keywords: Silent packet drop, Packet-level telemetry, Programmable data plane

1. Introduction

Large-scale datacenter networks (DCNs) are comprised of hundreds of thousands
of servers which are interconnected via a significant number of network switches and
links. In such large systems, network performance anomalies (NPAs), such as packet loss,
bandwidth decline, long-tailed latency and bandwidth/latency jitters, are inevitable [I].

Recent studies [2] show that packet drop is a major cause of NPAs. More than 15% of
NPAs are attributed by silent packet drops, which are packet drops or packet corruptions
over the link between two independent forwarding pipelines. For example, one common
occurrence of silent packet drops is frame checksum (FCS) errors. Previous study [3]
shows that 13% of the failures in DCNs are caused by FCS errors due to damaged or
faulty cable. Such packet drops not only significantly degrade application performance,
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but also affect network management such as understanding flow size distribution and
anomaly detection [4l [5, [6]. However, due to the difficulty of detection (e.g., they are
usually invisible to switches), locating silent packet drops usually takes longer time than
other NPAs, e.g., about 161 minutes on average [2]. Thus, it is important to detect silent
packet drop fast (e.g., in tens of milliseconds) so that operators can intervene in time to
take actions to eliminate these losses and mitigate their impacts. Moreover, in order to
diagnose the root cause and mitigate the impact on flows/applications, detailed informa-
tion of silent packet drops are required, for example, details of lost packets (e.g., packet
headers and other useful contents), locations (e.g., ingress & egress ports of switches)
and the timing of losses (e.g., the last hop switch what time the victim packets appear).

Unfortunately, traditional solutions fail to satisfy all these requirements for silent
packet drops detection. Some methods use counters (e.g., [7,8,[]) to aggregate number
of packets on the granularity of each interface, device or flow, failing to provide detailed
information of individual lost packet. Probe-based solutions (e.g, [5, [I0]) are typically
used to obtain end-to-end statistics, such as latency and loss, from an application point
of view, but they only probe the network rather than track the actual traffic, which can
capture losses but cannot identify the exact switch or link causing silent packet drops
and affected flows/applications. Sampling solutions (e.g., [11 12} [13] 14} [15]) measure
a subset of the network traffic and inevitably miss some silent packet drop events. Thus,
above schemes are not fine-grained enough for silent packet drop detection.

For detailed packet information of silent packet drops, packet-level telemetry is
required, which can obtain fine-grained information based on data plane tracing. Never-
theless, existing packet-level solutions suffer from trade-off between granularity and cost.
For example, NetSight [16] can provide packet-level detection for silent packet drops by
making switches to mirror all packets to controllers. It proposes an optimization scheme
by sending compressed aggregates of postcardsﬂ to controllers, which still brings 7%
bandwidth overhead. NetSeer [2] uses coordination between upstream and downstream
switches to detect silent packet drops in the packet-level. It allocates a fixed memory
for each port of switches, causing large memory consumption and low accuracy when
just one or a few ports experience continuous losses (e.g., last for several minutes due to
damaged optical fiber or dirty optical connectors).

Therefore, in this paper, in order to achieve fast and fine-grained detection of silent
packet drop with low overhead, we propose dDrops which is a packet-level telemetry based
on programmable data plane (PDP). dDrops leverages neighboring switches for packet-
level drop detection, a pattern that is already adopted by several production switch
functions such as NetSeer [2] and BFD [I7]. dDrops can well adapt to dynamic failure and
packet rate on different ports of switches, and constantly monitor all individual packets
to discover silent packet drops. Considering limited memory resources on data plane, a
novel dynamic memory management scheme is designed to enable memory sharing across
all ports of a switch. As a result, dDrops is able to handle a large numbers of continuous
silent packet drops with low memory consumption. In addition, dDrops can detect silent
packet drops quickly within 5ms while providing detailed information of individual lost
packet, such as location of packet loss (e.g., ingress & egress ports of switches), packet
header information and timing information.

The major contributions of this paper are three-folded:

1Postcards are event records created whenever a packet traverses a switch.
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1. We investigate the issue of silent packet drops and propose dDrops which achieves
both low memory consumption and fine-grained detection. To the best of our
knowledge, this is the first paper considering adaption to dynamic characteristics
among ports for silent packet drop detection on programmable data planes.

2. A dynamic memory management scheme is designed for programmable data planes.
It allows on-demand allocation/release of memory and efficient content access, en-
abling sharing buffer across different ports on a switch.

3. We have implemented dDrops on both hardware P4 switches (equipped with Intel
Tofino ASIC) and software switches of BMv2. Extensive evaluations demonstrate
that it can detect and locate silent packet drop within 5ms. dDrops saves 50%
SRAM compared with NetSeer, and uses only 0.013% of the bandwidth overhead
when loss rate is 0.01%.

The rest of paper is organized as follows. Section [2] discusses motivation of this paper
through analyzing the major challenges of detecting silent packet drops. The major
design of dDrops are provided in Section Section [4 discusses the implementation
of dDrops on programmable switch. Section [f] evaluates dDrops on both BMv2 and
hardware P4 switches with Tofino ASIC. Finally, Section [7] concludes this paper.

2. BACKGROUND AND MOTIVATIONS

2.1. Silent packet drop and its impacts

Silent packet drops refer to packet drops or packet corruptions over the link between
two independent forwarding pipelines. The causes for silent packet drops include faulty
cables, damaged/dirty connectors or optical fiber, bad transceivers (e.g., devices that
convert between optical and electrical signals), poorly installed hardware (e.g., not-well-
seated linecards) or decaying transmitters [2) 5] B, [I8]. Today’s DCNs are usually com-
prised of hundreds of thousands of hardware and software components, including multiple
types of switches and routers, load balancers, and millions of cables and fibers. Silent
packet drops may occur frequently at any of those components. When they happen,
applications suffer from increased latency and packet drops, while switches for various
reasons (such as without reporting [5, [I1]) can not show information about these packet
drops and seem innocent.

Moreover, silent packet drops will typically occur for a period time (e.g., tens of
minutes). One reason is that such packet drops or corruptions are usually invisible to
switches, making them difficult to detect and mitigate its impact, for example, it can
take up to several hours [2] to locate. In addition, when silent packet drops happen,
operators may need to reboot switches because of poorly install hardware or replace
some damaged components. These interventions are costly as they usually take a long
period of time to complete. It may need several days or even weeks in the worst case
to mitigate and repair critical failures [3]. Thus, silent packet drops may affect a large
number of flows, significantly increase perceived latency of users since dropped packets
need to be retransmitted, and increase the difficulty for network management such as
traffic monitoring and diagnosis [4} 5l [6].
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2.2. Motivations

Table |1| compares existing solutions with dDrops (more detailed description can be
found in Section @ Existing works detect silent packet drops via maintaining per-packet
or per-flow information on programmable switches or match-and-mirror packets to a
remote collector. However, these solutions consume large overhead in order to capture
details of all packet loss and can not adapt to dynamic network characteristics as a result
of changing packet rate or network failures variation on different ports and links.

(1) Memory consumption for silent packet drops detection wvs. limited
SRAM on programmable data plane

To help operators analyze the root cause of silent packet drops, identifying affected
applications and taking intervention actions, following information are required: (1) All
lost packet information such as 5-tuples (source, destination IP addresses, ports, and
protocol) which can indicate the applications that are affected by silent packet drop and
help operators to take corresponding actions. (2) Location including switches, link or
port. (3) Timing information that can determine whether the problem is transient (which
could be ignored) or persistent (which requires attention). It is very important to obtain
these information for as many lost packets as possible, because operators can see affected
flows or applications based on these information, so that more fine-grained operations
(e.g, re-schedule flows or select better servers) can be performed to mitigate or solve the
impact of silent packet drops. However, a large amount of packet loss may occur when
continuous packet drop happens. Previous studies have found that an average failure
rate of 40.8 links per day in a production data center, which can cause a median silent
packet drop of 59,000 packets per failure [19]. Collecting above information will generate
a large amount of data, while switches only have limited memory (only tens of MB for
all the counters and match-action tables).

FlowRadar [9] keeps information about all per-flow traffic and counters at each switch
and compares them at two nearby hops. Its memory usage is proportional to the number
of the ongoing flows (e.g., 29.7MB per switch for SingleDecode and 24.8MB per switch
for NetDecode with 1M flows). NetSeer [2] leverages coordination of both upstream and
downstream switches to detect silent packet drops by allocating fixed memory to each
port. Thus, its memory overhead is proportional to number of ports upon continuous
losses. For example, for a switch with 64x100Gbps ports, 5ms of continuous silent packet
drops requires over 50MB SRAM in total (see Figure|1)).

Therefore, being able to keep detailed information of all silent packet drops with limited
memory in data plane is highly desirable.

(2) Dynamic differences in packet loss and flow rate among ports of a
switch.

Previous studies [3] show that the number of simultaneous faulty links is small. This
means it is unlikely that all ports or links of a switch experience silent packet drops
simultaneously. In addition, the packet arrival rates of different ports can vary drasti-
cally [20, 21, 22]. These factors lead to widely varying number of silent packet drops
on different ports of the same switch. Ignoring these characteristics of switch ports will
degrade performance of silent packet drops detection. It will either waste large amount
of memory in order to capture all lost packets (e.g., allocating a fixed buffer for each
port of a switch), or reduce detection accuracy due to overflow of buffer when continuous
silent packet drops happen on a port (e.g., 5ms of continuous silent packet drops require
over 50MB in Figure .
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Figure 1: Memory consumption on different duration of continuous silent packet drops. Packets of 1024
bytes are transmitted back-to-back on 100Gbps.

Table 1: State-of-the-art datacenter detection solutions.

Methods DEt.QCtion Location Paclfet-level Overhead Dynar.nic
time info adaption
Host monitoring [5] 10s of seconds Infer location X Host CPU v
Mirroring [11) 10s of ms v v B/w prop to packet X
Flow-level counters [01[6] | After a flow(let) ends v X Memory prop.to flows X
NetSeer [2] in milliseconds’ v v I\'Ied.nun . X
(fixed memory allocation)
Low
dDrops < 5ms v 4 (on-demand dynamic v
memory allocation)

! The upstream switch can detect silent packet drop within 6ms in the experiment. But NetSeer batches 50 events together in one packet to the
controller, so the actual detection time may extend to few more seconds.

Therefore, the characteristic of dynamic differences in both packet loss and flow rate
among ports should be considered when designing detection methods for silent packet
drops.

3. dDrops Design

Leveraging the programmability of programmable data plane (PDP), we propose
dDrops, an adaptive detection scheme which can constantly detect silent packet drops
and report their features to controller.

3.1. Overview

3.1.1. Goals of dDrops

dDrops should detect silent packet drops immediately when they happen, and be able
to retrieve detailed information of lost packets, such as critical header fields, locations
and timing information, under limited memory in data plane. Furthermore, it should
achieve low overhead and good memory efficiency taking into account the diversity of
traffic and failures among different ports. There are three goals for dDrops:

1. Low memory consumption. When silent packet drops happen, detailed in-
formation of individual lost packet (e.g., the 5 tuples and other useful data) are
important for troubleshooting by network administrators. Due to the invisibility of
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silent packet drops on switches, it is inevitable to store information of all packets
transmitted out of a switch. However, doing so is very memory intensive. For exam-
ple, considering a switch with 64x100Gbps (e.g., about 10%pps), 5ms of continuous
silent packet drops detection will require over 50 MB memoryﬂ This is challenging
for programmable switches as they usually have small memory size (e.g., 20~30
MB) to be shared among different functions (e.g., forwarding and encapsulation).
Thus, minimizing memory consumption is crucial for the success and feasibility of
dDrops in practice.

2. Dynamic adaptation to port differences. The occurrence and duration of
silent packet drops happen in a random manner [3]. Moreover, the traffic rate of
different ports on a switch also varies and changes dynamically, leading to different
amounts of lost packets when continuous silent packet drop occurs. For these
reasons, allocating a fixed amount of memory to each port is inefficient. Thus, a
flexible on-demand memory allocation/release scheme is required to adapt to the
dynamic diversity of both traffic rate and failure on each port of a switch.

3. Fast detection. Modern datacenter applications have strong requirements for
SLA (e.g., 99.9%) as the rapid development of network speed. Failing to deliver
the SLAs can result in severe customer, reputation and revenue loss [2]. Thus,
to mitigate impact on performance of applications, the latency between a failure
occurrence and its detection should be as low as possible [23]. Therefore, dDrops
should be able to detect silent packet drops and report the detailed information of
lost packets to the controller (i.e., network administrators) immediately when they
happen, so that network administrators can intervene quickly.

8.1.2. Challenges and limitations

Achieving all goals above in the PDP is challenging. For example, in order to detect all
silent packet drops, dDrops needs to leverage the coordination of nearby programmable
switches to cache packets information before being forwarded. However, caching all
packets in data plane is impossible and will increase memory consumption. Considering
dynamic port differences, the amount of memory required by each port is different and
can change dramatically, e.g., when continuous silent packet drops happen. Therefore,
how to adapt to the dynamic differences of ports is very challenging, and it still remains
unexplored in data plane yet.

Moreover, in order to process packets at guaranteed line rates, PDP significantly
restricts operations in the pipeline [24]. For example, a stateful ALU can only sup-
port basic mathematical operations (e.g., addition, subtraction and bitwise operation)
which makes it challenging to implement more complex applications for dDrops. For
example, multiplication and division are required when implementing dynamic memory
allocation/release for dDrops.

Registers in P4 programs are stored in SRAM blanks which are local to each match+action

processor. They have three limitations. First, a program can only read or write a register
by match+action model implemented in the same stage. Second, a register can only be
accessed once for each packet to meet timing requirements. Finally, all register operations
in the stage must be accessed in parallel. These three limitations can be challenging to

2 Assuming only 5 tuples are stored for each packet, i.e., 13 bytes for each packet.
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dDrops which take advantage of PDP for implementation of dynamic memory allocation
or release.

3.2. dDrops architecture

dDrops is a PDP telemetry system that supports low memory consumption, dynamic
adaption to port difference and fast detection for network measurement. It can obtain de-
tailed information such as 5-tuples, location and timing information of silent packet drops
(referred as packet features in the following of this paper). Unlike existing works [2, [6],
dDrops introduces a dynamic memory management mechanism, which can dynamically
allocate and release memory on demand for each port rather than allocating fixed mem-
ory per port. Considering the invisibility of silent packet drops on single switch, dDrops
lets two adjacent switches cooperate with each other to detect silent packet drops be-
tween them. For ease of description, the two adjacent switches are referred as upstream
switch and downstream switch respectively. Figure 2] depicts an overview of dDrops and
how it is deployed in a network infrastructure.

dDrops consists of three main components as follows:

e Drop detection is used to detect silent packet drops. It saves the packet ID (which
is used to identify each packet) of the last received packet for each port using an
array (which is initialized to 0), and compares it with the currently received packet
to identify whether packet loss happens. If so, it constructs a loss notification
packet to notify the upstream switch. The upstream switch performs the lookup
operation for the positions of lost packets in the buffer, sends the positions to packet
features management for reporting and notifies releasable blocks (a block refers to
a small fixed size memory, e.g., 1024Bytes) to memory management.

e Packet features management is used to report lost packets and store packet
features of all packets that have been sent out recently through each port. It
obtains the position from drop detection, retrieves lost packets from memory and
reports them to remote controller. In addition, it extracts the 5-tuple information
from each packet, copies metadata including forwarding latency and port, and
generates a packet ID, then inserts them into the buffer space of the port before
packets are transmitted out. Packet features management will apply for a new
block via memory management when the buffer space of the port is almost full.

e Memory management enables dynamic memory allocation and release using a
sequence of match + action tables in PDP. It implements operations of both buffer
allocation and buffer release. Buffer allocation can allocate a block from a global
buffer (A fixed size buffer pool, which is used to cache packet features in a switch)
to a port, e.g., when buffer space of the port is almost full. Buffer release can
release specific blocks, e.g., when packets in the block are all reported to controller
as packet loss or received by downstream switch.

3.3. Drop detection

To capture all silent packet drops, dDrops uses an individual packet ID to identify
all packets transmitted by each port. Initially, a block-based buffer is allocated for each

7
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Figure 2: Overview of dDrops: The data plane nodes perform the monitoring operations and report lost
packets to the control plane which uses the packet features of losses from dDrops to locate where losses
happen in the network and mitigate the impact of losses.

port to temporarily keep packets that are not confirmed for successful transmission yet.
As shown Figure [3] dDrops takes 7 steps to detect silent packet drops:

Step 1: For each packet that arrives at the upstream switch, it will identify whether the
packet is a normal transmitted packet or a notification packet via packet header type.
Step 2: The egress of upstream switch embeds a packet ID into each transmitted normal
packet. The packet ID is increased by 1 for each packet. It can be embedded into unused
header fields (e.g., VLAN tags and DSCP) or customized header.

Step 3: The egress of upstream switch inserts packet features and the packet ID into
the block buffer allocated to the egress port. If the block buffer is full, a new block buffer
will be allocated by memory management from a global buffer that is shared by all ports
of a switch (see Section [3.4)).

Step 4: The ingress of downstream switch will extract the packet ID and compare it
with the last received packet. Discontinuous packet IDs are considered as a signal of
packet loss.

Step 5: In case of packet loss, the downstream switch sends back a notification packet
(i.e., loss notification packet) which contains the current received packet ID and the last
received packet ID to upstream switch.

Step 6: The upstream switch performs the lookup operation for retrieving packet fea-
tures of lost packets whose packet IDs fall into the missing interval from buffer, and re-
ports them to the controller by packet features management. Then, the upstream switch
releases the blocks, whose packets have been reported to the controller or confirmed to
be received successfully, through memory management.

Step 7: If more than K packets are received without any drops (see detailed discuss on
K in Section , the downstream switch would proactively send a notification packet
(i.e., a proactive notification packet) to the upstream switch, which contains the last
received packet ID. That means all packets are received prior to the packet ID. Thus,
the upstream switch can release those blocks whose packets have been received by the
downstream switch.
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Figure 3: Silent packet drop detection.

The packet ID can either be placed in an existing header field or transported via a
custom header. Both approaches need new metadata to store the packet ID. Compared to
leveraging an existing header field, inserting packet ID via a custom header will produce
extra bandwidth overhead and create more VLIW resources for modifying a new packet
header. In the implementation, dDrops chooses to insert the packet ID in an existing
header field (using VLAN tags).

dDrops generates notification packet by cloninéﬂ To avoid notification packet being
dropped, it can be sent three times like prior works [2] [25] at the cost of more bandwidth
usage. Another effective optimization is that the discontinuous packet IDs can be piggy-
backed in headers of normal packets from downstream to upstream switch. For example,
discontinuous packet IDs can be inserted to several normal packets, whose packet header
type is modified to a notification packet. Upon receiving these packets, the upstream
switch will parse packets, extract packet IDs and change them back to normal packet
without affecting their normal forwarding.

Upon receiving a loss notification packet, the upstream switch triggers the lookup
operation for lost packets and reports them to controller. Note that currently available
PDP does not support loops inside a stage. To report multiple continuous lost packets,
dDrops uses each subsequent packet that arrives at the switch to perform the lookup
operation once, until all lost packets are reported (the report of the first dropped packet
can be triggered by the loss notification packet).

Due to the limitation of PDP memory and buffer size, if too many packets are dropped
(i.e., continuous silent packet drops for a long period of time), more blocks will be
allocated constantly and the global buffer will be filled up quickly. When the global
buffer is full, buffer allocation for new blocks will fail and information of subsequent

3The clone operation can be used to generate a copy of the original packet in the pipleline.
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Figure 4: Dynamic allocation and release

3.4. Memory and packet features management

dDrops introduces buffer sharing on a switch by memory management to adapt the
diversity of traffic and failure among different ports. Initially, memory management
allocates a block for each port from a global buffer, which stores the packet ID and packet
features. When buffer of a port is almost full, packet features management will apply
for a new block via memory management, which will call buffer allocation operations
to assign buffer space. When all packets of a block have been received by downstream
switch or reported to controller due to packet loss (via packet features management), the
block will be released by memory management.

Block-based allocation and store. To allow all ports of switch to share the limited
memory in data plane, dDrops proposes an innovative block-based buffer sharing mech-
anism (Figure . A global buffer buf fer is divided into many blocks, each containing a
fixed number of slots, which is denoted by C' (a block size). A slot is used to store packet
features and packet ID of a packet. Each block € buf fer has a unique block.id. dDrops
allows the buffer to be shared by all ports of a switch through an effective sharing buffer
algorithm in Algorithm It maintains a global stack Spjocr containing all blocks. The
packet ID is split into logical.id and offset, and uses an array mapl]; for port i to save
actual block which is allocated by memory management. The function CONVERTID()
implements a block buffer table (similar to the page table of virtual memory in operation
system) to convert packet ID pktid to index, which is the position of the packet in the
global buffer. The index is obtained by concatenating the offset W with the actual block
id (line 1~5, see Figure 7 using simple mathematical operations (e.g., shift, and, or).

10
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Specifically, upon transmitting a packet @ on port ¢, dDrops first checks current used
block curblock. If curblock is full and Spieck is not empty (line 9~10), dDrops would pop
a block from Spocr and allocates it to port i for extension (line 11~12). Then dDrops
uses CONVERTID() to calculate index and insert packet features to this new block
(line 13~14). The counter of this block is increased by 1 (line 15). If curblock is not
full, dDrops inserts features of packet Q to curblock and increase curblock.counter (line
17~19).

Report and release. There are two cases that need to perform buffer release. First,
when a lost packet of one port is reported, it implies that all packets whose packet ID is
smaller than this lost packet are confirmed as reported or received. Thus their space can
be released. Second, when the upstream switch receives a proactive notification packet,
it means all packets whose packet ID is smaller than the packet ID carried in notification
packet have been received. So their space also can be released.

The operations of reporting and releasing buffer are shown in Algorithm dDrops
maintains a stack Si,s: to keep lost packet IDs extracted from loss notification packets.
For each subsequent packet that arrives at port i, dDrops first pops out a lost packet id
pktid and get logical.id from pktid (line 2~3). Then, it uses CONVERTID() to calculate
index and retrieve features from buffer with pktid, reporting them to controller (line
4 ~ 5). For buffer release, maz freeld is updated to logical.id (line 6). dDrops performs
buffer release operation if cur freeld (which is initialized to 0) is less than max freeld.
Specifically, dDrops gets the actual block that can be released by map|cur freeld);, then
pushes it back to Spieck; curfreeld is increased by 1(line 7~9). For packets that are
confirmed to be received, dDrops uses the same operation to release their buffer.

3.5. Discussions

Block size. For an n-ports switch, let the link bandwidth-delay product (BDP) for
the ith port be BD,;. Suppose the probability of silent packets drop is p. Each packet
contains p bytes. Considering packets are transmitted from the ith port of the upstream
switch to downstream switch back-to-back, if a packet @, is dropped (jth packet of the
port), before the loss notification packet is received, the upstream switch would transmit

11
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Algorithm 1 Block-based buffer allocation
Input: Global stack Spocr; a packet @ to be transmitted by port i.
1: function CONVERTID(pktid)
2: obtain logical.id and offset with pktid
3 actual.id < mapllogical.id];
4 index < concatenating offset and actual.id
5 return index
6: procedure ALLOCATION(Q)
7
8
9

obtain Q.pktid retrieve from Q and get logical.id with Q.pktid
curblock < read current block used by port ¢
if curblock.counter = C' then

10: if Spiock noOt empty then

11: curblock < Spiock-pop()

12: mapllogical.id); + curblock.id
13: index <—CONVERTID(Q.pktid)
14: buf ferlindex] < Q.features
15: curblock.counter + +

16: else

17: index +~CONVERTID(Q.pktid)

18: buf ferfindex] < Q.features

19: curblock.counter + +

N, packets:

BD;
Ni=2-¢ +1+1(1—p) +2p(1 = p) +3p*(1 = p) + ...

BD; = k—1
=2—" 41 k 1—

» T +Y kg1 p)

k=1

P L N
) 1-—

BD; BD;
<=L 4142=2"4+3 0 < p<0.01.

P 8p

To obtain N;, we first need to know how many packets can hold on the link during
the period from the upstream switch to the downstream switch of ;. This capacity is
determined by the bandwidth (in bits per second or bps) multiplied by the one-way trans-
mission time. We call it BD; and the number of packets is B;;g . If the upstream switch
sends packets continuously and receives a loss notification packet within the round-trip
time, the minimum number of packets that the upstream switch will transmit continu-

ously is 2382 L. The “41” is because the loss notification packet will not be sent back
until the entire packet is received. The remaining term after 222: 4+ 1 is the expected

8p
number of packets that the upstream switch is expected to send following @); until the

first successfully sent packet. It is a geometric distribution that counts the number of

successive failures before a success is obtained in a Bernoulli trial with parameter 1 — p.

Thus, it should be equal to ﬁ—p. This is an increasing function of p. Also, since packet
12
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Algorithm 2 Report packet features and release buffer
Input: Global stack Siost, Shiock-

1: if Sj,s¢ not empty then

2: pktid < Sjpst.pop()

3: logical.id < to shift pktid > refer to Figure

4: index <~ CONVERTID(pktid)

5: report(buf fer[index]) > report features of lost packets to controller

6: max freeld < logical.id > max freeld is the max logical block id that can be
released

7. if cur freeld<max freeld then > cur freeld is initialized to zero

8: Shiock-push(map|cur freeld);)
9: cur freeld + +

loss rate is very low (e.g., less than 0.01%) in data centers [5], we can approximate NN; to
2% + 3 without the knowledge of the drop rate.

All those packets should be kept in the buffer of the ith port until the loss notification
packet is received. Thus, we define the block size C' to be at least the maximum of N;
for all ports:

C > max(Ny, No, ..., Ny,)

Proactive notification. If there is no packet drop for a long time, the downstream
switch would not send any drop packet notification and the buffer cannot be released on
upstream switch. Thus, dDrops lets the downstream switch send a proactive notification
if more than K packets are received without any drops. Proactive notification will
introduce additional network overhead. To reduce this overhead, dDrops requires K > C.
The additional network overhead will decrease as K increases, which is also shown in
experiment results in Section[5.3] However, K cannot be too large considering the limited
available memory in data plane. We define the maximum of K as K,,4;. dDrops needs
to ensure all buffer can be released timely under the multi-ports sharing mechanism.
Therefore, K4, should satisfy the Equation . Suppose the size of buffer (total slots)
is R and the switch has n ports:

Komas + 250 +1

G +On=R (1)
Koz = L(% - C)C - 2B8§Z - 1J (2)

Kmas+ 2520 +1- . . . :
where f“%] is the number of blocks used by a port when it receives a proactive

notification packet from downstream switch that have been received K packets without
any drops. One block (“+C”) is used to store the subsequent packets for reporting and
releasing.

Detection capacity of silent packet drops. Detection capacity refers to the
maximum number of lost packets that can be detected when continuous silent packet
drops happen. The detection capacity of a port is determined by the maximum buffer
that the port may obtain. dDrops utilize the diversity of network traffic and failure
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across different ports of a switch to obtain a large detection capacity. Considering two
extreme cases, if continuous packet loss occurs on all ports at the same time, a port has
the least capacity to detect continuous packet loss. On the other extreme, if only one
port experiences continuous packet loss and others work well, the port has the largest
capacity of detecting continuous packet loss. About the detection capacity:

e Min: In the first case, all ports suffer from continuous packet drops until the buffer
is full. The detection capacity of dDrops is similar to allocating the same fixed
buffer to each port, which is % — (. C is subtracted to maintain a block for storing

the subsequent packets that are used for reporting and releasing.

e Max: When continuous packet drops only happen on one port, each other port
only occupies one block. Therefore, the maximum detection capacity would be

R—(n—1)xC—-C=R-—nC. The “—C” sharing the same reason as the first
case.

4. Implementation

We have implemented dDrops on both BMv2 [26] and the P4 hardware switch (Flnet
$9180-32X) with a 3.2Th/s Barefoot Tofino 32D ASIC[24], using P4;4 languagd]

The detection module is implemented in ingress that is shown in Figure[3] It extracts
packet ID and packet features from each packet, maps the port to a register array using
a hash of the ingress port, and then triggers a notification by cloning if loss happens
or there are more than K packets received without any drops. Other functions, such
as reporting packet features of lost packets, allocating and releasing buffer, are imple-
mented in egress. To avoid affecting normal packet forwarding, dDrops sends notification
packets and features of lost by clone_ingress_pkt_to_egress and clone_egress_pkt_to_egress
respectively.

The dynamic memory management module is implemented using a pointer and regis-
ter stack. When a block is filled up, dDrops checks the pointer of the stack for allocation.
If the stack is not empty, dDrops moves the pointer and pops a block from the stack.
When all packets are reported or received in one block, dDrops pushes the block back to
the stack and updates the pointer. This design requires a simultaneous read and write
register operations when the port needs both allocation and release block. However, each
packet can only access a register once and can not move “backwards” in the pipeline of
Tofino ASIC. To solve the problem, dDrops uses clone packet to complete the release
operation.

In the design of block buffer table, each port uses an array map to store actual block.
There may be three situations that need to read or write this array for each packet. First,
when packet features management stores a packet, it would read the array to determine
the position of buffer in order to keep the packet’s features. Second, when packet losses
occur, drop detection component needs to read the array to look up their positions in the
buffer. Third, when memory management allocates a block for the port, it would write
actual block id to the array. Therefore, dDrops needs to access map at most three times
for each packet. In order to solve the limitation that only one read and write operation

4https://github.com/AntLab-Repo/dDrops
14
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can be performed in a pipeline, dDrops clones a normal packet multiple times to achieve
above operations.

5. Evaluation

In this section, we evaluate performance of dDrops on drop detection, packet features
management and memory management. First, we analyze detecting capacity, the la-
tency to obtain features of lost packet and the PDP resource requirements of dDrops to
demonstrate its feasibility and performance on real hardware switches. Second, we show
the performance of dDrops on both bandwidth overhead and detection latency through
Mininet [27]. Third, we evaluate dDrops under realistic network traffic trace to verify its
effectiveness on silent packet drop detection and memory management.

5.1. Experiment setup

We have setup a testbed composed of two connected P4 hardware switches (Flnet
S9180-32X with Tofino ASIC). Each switch is connected with a server, which has 2.90
GHz CPU cores, 16 GB RAM, and 10Gbps NIC. All network links are 10Gbps fibers. In
addition to dDrops, we also deploy NetSeer [2] for comparison. NetSeer detects packet
loss with coordination of both the upstream and downstream switches by allocating a
fixed memory for each port.

In addition to testbed experiments, we also conduct extensive evaluations in Mininet
with a network topology that consists of 6 servers, 3 switches and 9 links (see Figure @
All switches are interconnected, while each switch is connected with two servers. Unless
otherwise stated, the host sends a packet every 10ms, and the average size of packets is
64B. We tune the drop rate during the experiment for comparison with existing state-of-
the-art solutions including NetSeer [2], Everflow [II] and NetSight [16]. Both Everflow
and NetSight can detect packet loss by sending the packet headers of all packets at every
hop to a centralized controller in the entire network.

h5
hi {
szg —— Bl h2
fl \
ow a i‘l{‘ \

Figure 6: Network topology in Mininet.

5.2. Performance in P4 hardware switch

Detecting capacity. We evaluate the capacity of detecting continuous packet drops
for both dDrops and NetSeer. We first calculate the upper and lower bounds of the
capacity of detecting continuous packet drops of dDrops according to the formula in
Section In addition, a port may be assigned any number of blocks between the
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Figure 7: Detection capacity of silent packet drops

upper and lower bounds under the multi-port sharing mechanism due to the randomness
of packet rate and loss rate in network [3]. Thus, we assume the probability of any
block being allocated for one port is equal for simplicity. For NetSeer, the capacity
of detecting continuous packet drops is fixed at 1/4 of the total buffer. Thus, we can
obtain the maximum number of continuous silent packet drops that can be detected
with different total buffer size, which is shown in Figure (four ports are used for
each switch). Figure shows that the capacity of dDrops is always larger than that
of NetSeer with different buffer sizes. Specifically, the capacity of dDrops increases by
118% and 134% on average for 1024 and 2048 of slots respectively when compared to
NetSeer. The maximum detectable number of continuous packet drops of dDrops is close
to the size of total buffer. Figure shows the percentage of dropped packets can
be detected correctly when long continuous silent packet drop happens. With 800KB
SRAM in total, NetSeer can only detect 20% and 3.3% of lost packets when it lasts
for 5ms and 30ms respectively, while dDrops can detect 100%. It means that dDrops
achieves higher accuracy than NetSeer. The reason for this result is the inherent benefit
of dynamic memory allocation/release. Considering the diversity of both traffic rate and
failure on each port, dDrops will allocate more memory from the global buffer to those
ports experiencing continuous silent packet drops, while the memory of each port is fixed
for NetSeer.

PDP Resource Usage. Table [2| summarizes the memory and computational re-
source usage in the pipeline of Tofino ASIC for both dDrops and NetSeer [2]. dDrops
uses 18.33% SRAM, while NetSeer consumes 36.98% SRAM with the same buffer size
(65536 slots). Thus, dDrops saves 50% of the memory compared with NetSeer. NetSeer
maintains fixed size ring buffer per-port at each switch which results in high memory
consumption, because the number of simultaneous faulty links is small [3]. In addition,
dDrops also consumes fewer resources than NetSeer in terms of stateful ALUs, stages
and VLIWs.

Latency to obtain packet features. Figure [§| shows the detection latency for ob-
taining packet features of silent packet drops. We define the detection latency as t;nterval
= treceive - tsend, WHere treceive 1S the time of packet features received by controller and
tsena 18 the time of a subsequent packet sent by upstream switch which will triggers the
lookup operation for reporting. The average and 99th percentile of latency for dDrops are
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Table 2: Resource consumption on Tofino ASIC.

dDrops  NetSeer

Memory

SRAM 18.33%  36.98%
TCAM 0% 0%
Computational

sALUs 43.75%  47.92%
VLIWs 6.77%  7.81%
Stages 9 12

3lus and 45.57us respectively, while they are 30.2us and 43.08us for NetSeer. Therefore,
the detection latency for obtaining packet features of dDrops is close to NetSeer, while
dDrops obtains larger capacity of detection with lower SRAM than NetSeer.

1.00 — NetSeer

== dDrops

0.75
L
0 0.50
(&)

0.25

0.00 20 30 40 50

Obtain features (ps)

Figure 8: Latency to obtain packet features on P4 hardware switches.

5.8. Performance in P4 software switch

Memory usage of multiple ports. We use the dataset collected in 2010 from
a data center trace (UN2) [28] to evaluate the memory usage and performance on lost
packets detection on a switch with multiple ports (see Figure E[) It contains different
types of packets, such as TCP and UDP. Each host emits these traffic with a certain
rate using tcpreplay (which is a tool for replaying network traffic from files). There are
two flows (flow a and b in Figure @, which are sent to two different destination hosts
through different ports of the switch. The data rate of flow a is 200pps and flow b is
100pps. Different drop rates on links are used for evaluation. The total buffer size is set
to be 52KB for dDrops and NetSeer.

Figureshows that the average of consumed memory remain stable around 11.15KB
and 20.65KB at drop rate 0.1% and 0.01%, respectively. While Figure shows that
the ring buffer of NetSeer is exhausted quickly (reached 52KB within 20 seconds) as more
and more packets arrive at the ports. Since NetSeer have no active release mechanism, it
needs to overwrite existing data when buffer is full. In contrast, dDrops can release the
blocks for packets that have been received and reported. These results also show that
both methods can detect packet loss rate of links well (i.e., 0.01% and 0.1%), but dDrops
can detect more packet drops than NetSeer (e.g., 20s and 70s in Figure .
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Figure 9: Memory usage and detected packets with different drop rate

Memory usage under continuous packet drop. We also evaluate the memory
usage and ratio of correctly detected lost packets when continuous packet drops happen in
Figureand Figure In Figure we simulate continuous silent packet drops by
disabling one of the two ports used in the experiments (from 25s to 50s). The data rate of
both flows a and b are 100pps. Since dDrops adopts dynamic memory allocation/release
mechanism, its total memory usage starts to increase at 25s when continuous silent
packet drops happen. At 50s, the first packet after continuous silent packet drops arrives
at the downstream switch. Upon receiving the loss notification packet from downstream
switch, lost packets are reported to the controller by subsequent packets. During this
process, blocks of reported packets will be released and the total memory usage of dDrops
is gradually reduced to normal level. Particularly, dDrops detects and reports all lost
packets during continuous silent packet drops. For NetSeer, it fills up all memories
rapidly (within 25s) and only detects 81% of all lost packets as a result of buffer overflow.
Furthermore, we also disabled another port to simulate the case of concurrent continuous
packet drops at two ports (from 35s to 45s). Results in Figure show that, during
the period 35s to 50s, the maximum memory usage of dDrops is increased by 7.38KB,
compared to the scenario in Figure due to continuous packet drops of another port.
At 555, the blocks of this port are released since lost packets are reported, and the total
memory usage of dDrops significantly reduced for the first time (the memory usage in
Figure at this point is larger because the occupied memory has not been released
without any drops or proactive notification packets). At 75s, all lost packets of the two
ports are reported and memory is released to normal levels.
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Figure 10: Latency of detection

Detection Latency. Figure shows the result of detection latency of silent
packet drops of dDrops. In this experiment, TCP traffic is used and loss rate is set to
be 0.01%. The detection latency (blue curve) is broken down into notification time and
report time. Notification time refers to the interval between when the upstream switch
sends a subsequent packet, which will trigger a notification packet in the downstream
switch, and receives the notification packet. Report time consists of the time to look
up features of lost packets on the upstream switch and the time to send them to the
controller. Results show that the 99th percentage of lost packets can be detected and
reported within 1ms to 4ms. Figureshows that average notification time of dDrops
and NetSeer are around 1.1ms and 1.8ms respectively. Notification time of NetSeer is
slightly longer because it maintains independent registers and tables/actions for each
port to store or access packet features that requires more memory and computational
resource under multiple ports.

Bandwidth overhead. Figure(l1(a)[shows how the drop rate affects the bandwidth
overhead between switches and controller. Both Everflow [11] and NetSight [16] capture
packets at every hop in the entire network and send them to a centralized controller.
Everflow mirrors raw packets and NetSight introduces compression to reduce the over-
head. Their overhead are proportional to the ongoing traffic. Both dDrops and NetSeer
use coordination between neighbor switches and report lost packet features to controller.
Compared with NetSight, dDrops reduces 99.8% and 98.6% bandwidth usage for 0.01%
and 0.1% drop rate respectively. When packet drop rate is larger than 1%, the bandwidth
overhead of dDrops (2.09%) becomes higher than Everflow. The reason is that dDrops
uses clones of packets to report features of lost packets to controller and its overhead is
proportional to the number of lost packets. However, previous studies [5] show that the
packet loss rate is very low (less than 0.01%) in data centers. Thus, such overhead of
dDrops is acceptable in practice. Overhead of NetSeer is 0.012%, which is lower than
dDrops because NetSeer optimizes it by compressing and batching loss events.

Figure shows how the drop rate affect the overhead between adjacent switches.
When packet loss rate is relatively high, the overhead of dDrops is close to NetSeer.
When packet loss rate is low, the overhead of dDrops is slightly higher than NetSeer,
which is necessary because the downstream switch needs to proactively send notification
packets to the upstream switch to release buffer.
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Figure 11: Overall bandwidth overhead

We also compare the additional bandwidth overhead generated by proactive notifi-
cation packets with different parameter K and packet drop rate. Figure shows
that the additional overhead decreases as the packet loss rate increases. Moreover, the
overhead also decreases when value of K increases. This is because dDrops needs to send
a proactive notification packet when there are more than K packets are received with-
out any drops. In Section we have discussed the maximum value of K considering
available memory to minimize the bandwidth overhead.

dDrops uses the programmability of PDP to clone packets for notification and re-
port. The bandwidth overhead of cloning includes overhead of switch-to-controller and
overhead between adjacent switches. According to above analysis on Figure the
bandwidth overhead of switch-to-controller depends on silent packet drop rate, while the
bandwidth overhead between adjacent switches is determined by both K and loss rate.

6. Related works

In data centers, there have already been many network monitoring systems, but none
of them can meet design goals for silent packet drops detection.

6No extra bandwidth is introduced between adjacent switches for NetSight and EverFlow.
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Host-based telemetry solution. Host-based solutions [5l 29, [I0] send probes
into the network to infer failures or measure the states of devices or links according to
responses. However, they cannot precisely locate causes of losses in the network with
data solely from end hosts, especially small-scale packet drops.

Pingmesh [5] sends probes into the network to locate causes of lost packets, but can
not infer exact switch within the leaf or spine groups suffering from losses. Furthermore,
to reduce its bandwidth overhead, the frequency of probing is at least 10 seconds, it may
result in many losses which cannot be detected between two probes.

Sketch-based. Recent works [30} [15] 20} 25], 1] adopt sketches for network measure-
ment in hardware or software switches. Network operators could collect the information
of every packet in a compact data structure and analyze problems such as switch offline
or DDoS attacks. However, they are not robust to network failures, and suffer from the
trade off between memory efficiency and provable accuracy.

FlowRadar [9] encodes per-flow counters with a small memory at switches, then lever-
ages the computing power at the remote collector to perform network-wide decoding and
analysis of the flow counters. It identifies packet losses by comparing the counters at
two nearby hops. However, it needs to wait for synchronization of counters, which may
result in coarse-grained time scale (e.g., 10s of milliseconds).

Packet telemetry. NetSeer [2] leverages coordination between upstream and down-
stream switches to detect silent packet drops in packet-level. It allocates a fixed memory
for each port of switches, causing large memory consumption and low accuracy. The
design of dDrops takes inspiration from NetSeer, but differs in three aspects: (1) Instead
of allocating fixed memory to each port, dDrops introduces a novel dynamic memory
management to enable memory sharing across all ports of a switch, which reduces mem-
ory consumption on the data plane. (2) dDrops can well adapt to dynamic failure and
packet rate on different ports, which improves memory usage efficiency and accuracy of
detection. (3) dDrops allows downstream switch to trigger proactive notifications, which
can further reduce memory consumption. Some other previous works have also used
dynamic memory management in the data plane. For example, *Flow [32] uses a cache
to group packet-level telemetry information according to the flow IDs. It allocates a
narrow ring buffer for each flow, attempts to allocate a wider buffer from a buffer pool
for active flows when the narrow ring buffer is filled up, then the active flows keep the
buffer until collision happen or it is full. Instead of just allocating once, dDrops can
allocate blocks of memory for each port multiple times dynamically. Another difference
is that the memory of dDrops can be proactively released after ensuring the packets are
received by downstream switch.

ERSPAN [33, 34, T1] and INT [16] [35] can potentially achieve full-visibility, but suffer
from granularity-cost trade-off. Their bandwidth and processing overhead grow quickly
with the scale of the network. Thus, they cannot fully capture such random events (e.g.,
silent packet drop). NetSight [16] can detect silent packet drops by mirroring all packets
at every hop in entire network to a centralized controller. It requires 31% bandwidth
overhead and proposes techniques to reduce the bandwidth overhead to 7%. But these
techniques require heavy modifications on switching ASICs and are difficult to deploy. To
reduce bandwidth overhead, EverFlow [11] selects packets based-on pre-selection filers,
and then mirrors these packets to remote controller. The controller extracts per flow
information and performs static analysis. since it only traces a subset of packets, some
lost packets may be missed (see Table .
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7. Conclusions and future works

The measurement of silent packet drops is significant on application performance of
data centers and today’s clouds network. We presented dDrops, a packet-level telemetry
system that supports low memory consumption, dynamic adaption to port difference
and fast detection network measurement. It leverages the PDP to report the detail
information of silent packet drops to remote controller. Experiments on both software
and hardware switches show that dDrops can detect silent packet drops efficiently with
low memory through the dynamic memory management scheme.

Since the probability of continuous silent packet drops has not been studied yet, we
use independent probability of packet loss in dDrops, which is commonly used in many
existing works [36]. In the future work, we will conduct more deep investigation and
study on continuous silent packet drops such as probability analysis. Also, a memory
sharing scheme on the data plane is proposed in this paper. We will extend this on-
demand allocation and dynamic release mechanism to other measurement tasks, such as
flow distribution measurement, which will be part of our future work.
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