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The advent of Network Function Virtualization (NFV) and Service Function Chains (SFCs) unleashes the power of
dynamic creation of network services using Virtual Network Functions (VNFs). This is of great interest to network
operators since poor service quality and resource wastage can potentially hurt their revenue in the long term.
However, the study shows with a set of test-bed experiments that packet loss at certain positions (i.e., different
VNFs) in an SFC can cause various degrees of resource wastage and performance degradation because of repeated
upstream processing and transmission of retransmitted packets.

To overcome this challenge, this study focuses on resource scheduling and deployment of SFCs while
considering packet loss positions. This study developed a novel SFC packet dropping cost model and formulated
an SFC scheduling problem that aims to minimize overall packet dropping cost as a Mixed-Integer Linear Pro-
gramming (MILP) and proved that it is NP-hard. In this study, Palos is proposed as an efficient scheme in
exploiting the functional characteristics of VNFs and their positions in SFCs for scheduling resources and
deployment to optimize packet dropping cost. Extensive experiment results show that Palos can achieve up to
42.73% improvement on packet dropping cost and up to 33.03% reduction on average SFC latency when

compared with two other state-of-the-art schemes.

1. Introduction

Network Function Virtualization (NFV) leverages virtualization
technology by making it possible to change the way of deploying network
functions from dedicated hardware to software model. This greatly re-
duces both operational expenditures (OPEX) and capital expenditures
(CAPEX) of Internet Service Providers (ISPs) [1,2]. With NFV, software
network functions, also known as Virtual Network Functions (VNFs), can
be managed more dynamically and efficiently. Once deployed, a collec-
tion of VNFs can be chained together in a specific order to provide
customized network services in the form of Service Function Chains
(SFCs).

SFC scheduling is of vital importance to network resource manage-
ment. Because service providers need a robust scheduling scheme for
SFCs to achieve operation goals such as lower cost and higher Quality of
Experience (QoE) while providing innovative network services [3].
However, existing works mostly focus on VNF placement and migration
[4-6] and largely assume that there is no packet loss when scheduling
SFCs [7,8].

Previous studies [8-10] have observed that different types of VNFs
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vary in the aspect of processing capabilities and resource requirements.
For example, allocating the same amount of CPU resources to two VNFs
of different types may result in different processing rates. There is also an
upper bound of processing rate for each VNF beyond which point allo-
cating more resources to the VNF cannot bring any improvement in
processing capabilities. These intrinsic characteristics of VNFs affect the
decisions of SFC scheduling.

Furthermore, the position of VNFs in an SFC affects the scheduling of
the SFC. Fig. 1 shows an example in which packet loss at different po-
sitions of an SFC results in very different impacts on performance.
Because most VNF packet processing rates are determined by computing
resources, VNF packet loss is usually caused by having insufficient
computing resources allocated to it. When traffic flows arrive at a VNF
with a certain arrival rate, a lower service rate of the VNF may cause
queuing buffer overflow, leading to a higher probability of packet loss.
Once packets are dropped at one of the downstream VNFs, packets that
have already been processed by upstream VNFs of the SFC will need to be
retransmitted, causing waste of computing resources on these VNFs as
well as in network bandwidth. High ratio of packet loss can significantly
impair the performance of network services enabled by SFCs. Therefore,
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Fig. 1. A typical example of packets dropped at different positions of the SFC: Prads — Snort — Suricata. (i) A packet is dropped at the first VNF in an SFC; (ii) a packet
that has been processed by the upstream VNFs (i.e., Prads and Snort) is dropped by the last VNF (i.e., Suricata). If both packets are retransmitted, the latter one needs to
be processed all over again, resulting in extra computation and bandwidth consumption. (Higher significance level of a packet implies it has cost more bandwidth and

computing resources.)

a reasonable resource scheduling scheme for SFCs is needed to alleviate
resource wastage as a result of packet loss and improve the performance
of SFCs.

In this study, both of the processing characteristics of VNFs and their
positions in SFCs are considered to optimize the scheduling of SFCs. First,
a set of test-bed experiments is conducted to investigate how resource
allocation to VNFs at different SFC positions affects the performance
including resource wastage of upstream processing and transmission.
Based on these observations, a novel packet dropping cost is modeled and
an efficient scheme Palos (Position-aware packet loss optimization on
service function chains placement), is proposed.

The main contributions of this study are summarized as follows.

@ This study investigates the impact of VNF positions in SFC and
resource allocation on the performance of SFCs showing their high
relevance through extensive test-bed experiments and analysis.

@® The SFC scheduling problem, including resource allocation and
placement of VNFs, is modeled by considering both positions of VNFs
in SFC and characteristics of different types of VNFs. Particularly, the
packet dropping cost as a major optimization objective has been
formally defined and the problem is proven to be NP-hard.

@ Palosis proposed as a scheme for scheduling resource and deployment
with sensitivity to characteristics of VNFs and their positions in SFCs.
Extensive evaluations demonstrate that Palos can achieve up to
42.73% improvement on reducing the packet dropping cost and
reduce average SFC latency by up to 33.03% while ensuring band-
width requirements of SFCs.

The remainder of this paper is organized as follows. In Section 2,
motivations for the study is demonstrated through several test-bed ex-
periments. Section 3 provides the formulation of resource scheduling and
SFC deployment problems. In Section 4, Palos, an effective scheme to
resource scheduling and deployment of SFCs is proposed in detail. In
Section 5, extensive experiments are conducted to show the effectiveness
of Palos. Section 6 presents an overview of related works, and Section 7
concludes the paper.

2. Motivating experiments

In this section, a series of test-bed experiments is conducted to
investigate the resource requirements with respect to CPU allocation for
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Table 1

VNFs used in experiments.
VNF Version Description
Snort 2.9.16 Open source intrusion protection system
Prads 0.3.0 Passive real-time asset detection system
Suricata 4.1.8 Open source threat detection engine

different types of VNFs. To throttle the performance of an individual VNF
at different positions of an SFC, the resource allocation was varied to
different VNFs revealing the impact of packet loss on overall system
performance.

2.1. Overview and experiment setup

Packet loss is one of the main factors that can degrade the perfor-
mance of SFCs. As shown in Fig. 1, any packet dropped by VNFs at the
later stage of the SFC can cause a greater level of wastage in both
computing and network resources since lost/dropped packets will need
to be reprocessed and retransmitted by VNFs in the early stage of the SFC.
This will potentially create higher service latency which will not only
impair the Quality of Service (QoS) but also risk violating Service-Level
Agreements (SLAs). Hence, the packet loss positions have considerable
impact on performance tuning for deployed SFCs. Packet loss in a VNF is
usually caused by insufficient computing resources allocated to that VNF.
Preliminary studies of this work discovered that resource allocation in-
volves two key factors: different properties of VNFs and positions of VNFs in
SFC.

To investigate the importance and impacts of these two factors on SFC
performance, an experiment test-bed based on an NFV server with 8-core
Intel(R) Core(TM) i7-4771 CPU @ 3.50 GHz and 24 GB memory was
conducted. The OS of the server is Ubuntu 21.04. Three popular open
source VNFs are implemented, as shown in Table 1. Each VNF is deployed
in different namespaces to avoid interference, and cgroups are used to
control the amount of computing resources assigned to each VNF.
Furthermore, the iperf3” is used to send packets.

For VNFs in experiments, Snort’ is configured in Network Intrusion

2 https://iperf.fr/.
3 https://www.snort.org/.
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Fig. 2. Impact of allocated CPU resource on packet processing rates of different
types of VNFs.

Detection System (NIDS) mode that defines a set of rules and takes cor-
responding actions for matched packets. To avoid confusion from packet
dropping due to predefined rules when analyzing experiment results,
only matched packets are alerted and logged. Prads* is a real-time asset
detection system that passively listens to network traffic and gathers
information about hosts and services sending traffic. Suricata® runs in
Network Security Monitor (NSM) mode.

2.2. Problem exploration & analysis

2.2.1. Performance of individual VNF

The first experiment investigates how varying CPU resources affect
the performance of different types of VNFs. CPU resource is constrained
from 2% to 70% with an increment of 2% for each VNF.

CPU vs. throughput. Fig. 2 shows the relationship between the packet
processing rate of VNFs and allocated CPU resources. Because of their
different internal packet processing mechanisms, different VNFs have
varying processing rate even when they have the same allocated amount
of CPU resources. For example, multi-threading allows quicker inspec-
tion on packets in the IDS mode for Snort. Moreover, Fig. 2 reveals that
there are upper bounds in processing rates for each VNF, which means
packet processing rates will not increase any further even if more CPU
resources are allocated.

CPU vs. packet loss rate. Fig. 3 shows that packet loss rates of VNFs
are influenced by allocated CPU resources. When these VNFs are allo-
cated a small amount of resources (nearly 2%) severe packet dropping
occurs since traffic cannot be timely processed. Moreover, packet loss
rates decrease as more CPU resources are allocated.

As more CPU resources are allocated to VNFs, packet processing rates
reach maximum value wherein packet loss rates approach zero. In other
words, one VNF can reach its saturated state with a certain amount of
allocated resources. Figs. 2 and 3 also show that, for a specific VNF,
packet processing rate and packet loss rate are approximately related
linearly to its allocated resource. As seen from both figures, the slopes of
three lines vary from one to another. This is because of the unique packet
processing mechanisms of different VNFs. For example, computation-
intensive VNFs usually require more CPU resources.

Observation 1: Different types of VNFs with the same amount of
allocated resource have various packet processing rates and loss rates.

* https://github.com/gamelinux/prads.
5 https://suricata-ids.org/.
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Fig. 3. Packet loss rates of different types of VNFs under allocated
CPU resource.

Table 2
CPU resource allocation in four scenarios.

Prads(%) Snort(%) Suricata(%)
Scenario 1 45 20 35
Scenario 2 20 20 60
Scenario 3 30 20 50
Scenario 4 30 15 55

2.2.2. Performance of SFC

To evaluate the SFC performance, further experiments are conducted
with an SFC comprising: Prads — Snort — Suricata. Assuming that SFC
bandwidth requirement is no less than 990 Mbps, the total amount of
resource of the server is 100%. To investigate impacts of VNFs' positions
in SFC on resource allocation strategy, four scenarios with different
combinations in the amount of CPU resources for the three VNFs are
evaulated, as shown in Table 2. Three performance metrics are consid-
ered: packet loss rate, bandwidth and packet dropping cost. Packet
dropping cost is defined as the processing time on all upstream VNFs
before a packet is dropped, including both upstream VNFs’ average ser-
vice latency and propagation latency. The results of each scenario are
averaged from 10 groups of experiments and each group of experiments
runs for 600 s.

Fig. 4a shows packet dropping rates for each VNF in different sce-
narios. In Scenario 1, insufficient resources are allocated to the last VNF
(i.e., Suricata) resulting in severe packet loss. In contrast, the first two
VNFs have only 0.1% packet loss rates because they have been allocated
sufficient resources. Packets dropped by Suricata can lead to more
resource wastage because they are already processed by upstream VNFs
and transmitted. Fig. 4c shows Scenario 1 has the highest packet drop-
ping cost. In Scenario 2, when more resources are allocated to the last
VNF, both packet dropping cost and packet loss rate decrease. However,
the first VNF begins to drop packets due to insufficient resource alloca-
tion. In Scenario 3, 10% of CPU resources are taken away from the third
VNF and allocated to the first VNF to improve the performance of Sce-
nario 2. Scenario 4 demonstrates the best resource allocation strategy.
From Fig. 3, the second VNF (i.e., Snort) is allocated with only 12% CPU
resources to avoid packet loss, which implies that 20% CPU resources are
too much for Snort. Therefore, 5% CPU resources can be safely taken
away and allocated to the last VNF to give it an overall 55% CPU
resource. As a result, overall packet loss rate is significantly reduced.

Observation 2: Insufficient allocation of resources to VNFs in the rear
part of the SFC will result in higher packet loss and therefore, a higher
packet dropping cost.
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Fig. 4. Performance evaluation on an SFC chained by Prads, Snort and Suricata sequentially in different scenarios.

As shown in Fig. 4a and b, the packet loss rate of the last VNF in SFC is
significantly reduced in Scenario 2 when compared to Scenario 1 but the
bandwidth of the SFC is only about 985 Mbps which is the lowest among
all scenarios. The reason is that the first VNF drops too many packets due
to insufficient resources allocated to that VNF and thereby becomes the
bottleneck of the SFC. Assuming the minimum bandwidth requirement is
990 Mbps, Scenario 2 will violate the SLAs. Scenarios 3 and 4 have higher
throughput as Prads is allocated with 10% more resources. However, its
packet dropping costs go up to 3 times compared to Scenario 2, as shown
in Fig. 4c.

Observation 3: Simply allocating more resources to VNFs in the rear
part of SFC does not guarantee higher performance as SFC throughput
may be compromised.

As previously mentioned, different resource allocation to VNFs can
cause different degrees of packet dropping. Specifically, when packet
dropping happens in the downstream VNFs these packets have already
been processed by the upstream VNFs in the SFC and transmitted, as
explained in Fig. 1. Hence, different positions of packet dropping result in
different levels of resource wastage. Fig. 4c demonstrates that Scenario 1
has the highest packet dropping cost as a large number of packets are
dropped by the last VNF. Scenario 2 prevents severe packet loss in the last
VNF and has the lowest packet dropping cost. However, too few re-
sources are allocated to the first VNF, which throttles the throughput of

Table 3
Key notations used in this paper.
Network Description
G=(V,E) A network consisting of a set of NFV servers V and a set of paths E

between two NFV servers
Cw) Available computing resource of a server v € V
o(u, v), a(u, v) Bandwidth and propagation delay of path (u, v) € E

VNF Description

P A set of types of VNFs

k(N Slope parameter of VNF f, which is equivalent to k,

Hmax(D), Maximum packet processing rate and corresponding resource

Tmax(P) requirement of VNF of type p € P
N Buffer size of VNF f

20, u, r(H Packet arrival rate, processing rate and the amount of CPU
resources allocated to VNF f

(N Utilization of VNF f

Tmin(f) Minimum resource allocated to VNF f to satisfy the bandwidth
requirement of SFC

L, pH Number of packets dropped and service latency of VNF f

Proby(f), Probabilities of that VNF queue is empty and full, respectively

Probn(f)

SFC Description

S A set of SFCs, each of which contains an ordered collection of VNFs

b, wi Bandwidth requirement and expected path latency of SFC s;

Other Description

Xry Binary variable that equals 1 if VNF f is located on server v

Y:iiJ:v Binary variable that equals 1 if virtual path from the j-th to j + 1-th

VNFs is deployed on physical path (u, v) in s;

the SFC. Moreover, acket dropping cost in Scenario 4 is obviously less
than that in Scenario 3. To sum up, Scenario 4 provides the best resource
allocation strategy and meets the SLAs requirement.

Observation 4: The performance of an SFC depends on the resource
allocated to each VNF based on their positions in the SFC, and the
characteristics of each VNF.

These experiments show that the orchestration of SFCs is complicated
and challenging, especially when VNFs are deployed on different servers.
This requires reasonable fine-grained resource scheduling for SFCs,
especially when computing resources are limited. A trade-off between
allocated resources and VNFs’ positions in the SFC is inevitable whenever
making SFC scheduling decisions.

3. Problem model

In this section, the packet dropping cost is formally modeled and an
SFC scheduling problem is formulated to minimize packet dropping cost
across all SFCs. List of notations used in this paper is shown in Table 3.

3.1. Physical network

The physical network is defined as G = (V, E), where V is a set of NFV
servers and E is a set of physical paths between two NFV servers u and v.
Previous studies have shown that CPU powered computing resources
tend to be bottlenecks for VNFs deployed on a single server [11]. Thus,
for simplicity, this study mainly focuses on CPU resources with an
assumption that the memory resource of servers is sufficient. The avail-
able computing resource of a server v € V is denoted by C(v). The
bandwidth and propagation delay of a path (u, v) € E are denoted by ¢(u,
v) and a(u, v), respectively.

3.2. Virtual Network Functions

There are different types of VNFs such as firewalls, intrusion detection
systems (IDSs) and proxy servers. The set of types of VNFs to be deployed
is defined as P. As observed in Section 2, different types of VNFs vary in
the aspect of packet processing rate and resource requirement. For each
VNF of type p € P, its maximum packet processing rate and corresponding
resource requirement are denoted by umax(p) and rmax(p) respectively.
Moreover, F represents a set of VNFs, where f € F is uniquely mapped to p
€ P. Equation (1) shows the relationship between allocated resources and
packet processing rate where VNF f is of type p. The slope parameter k,
varies with the types of VNFs. For each VNF, N(f) denotes the buffer size
of f, A(f) denotes packet arrival rate to f and u(f) is packet processing rate.

kﬁ'r(f)7 r(f) <rmwr(P)
uf) = €))
HaxP)s 1 () 2 Fnax(P)

The value of u(f) is determined by the VNF packet processing pro-
cedure. For example, VNFs that need to modify packet header or monitor
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packet payload usually consume more computing resources. Further-
more, packet processing rates are also influenced by allocated resources,
and VNFs with complex operations on packets have lower processing
rates.

The position of VNF fin the network is shown in Equation (2): Xz, is a
binary variable that represents whether VNF f is located on server v.

1, if feF is located on server v

Xy = (2

otherwise

3.3. Service function chains

An SFC is an ordered collection of multiple VNFs that performs or-
dered actions on network packets when traffic flows are steered through
the SFC. The set of SFCs is defined as S. There are four properties for each
SFCs; € S, i.e., ingress;, egress;, b; and w;. The ingress and egress of SFC s; is
marked by ingress; and egress; while b; refers to bandwidth requirement
and w; is the expected path latency. Furthermore, f; j(p) is the j-th VNF of
type p in SFC s;. Without loss of generality, shareable VNF is regarded as a
replication of multiple VNF instances. Previous studies [12] have
demonstrated this equivalence is feasible in actual deployment as total
resources consumed by shareable VNFs equal the sum of consumed re-
sources of multiple VNF instances.

To describe SFC deployment across different servers, a binary vari-
able Y%/ is used to represent whether virtual path from the j-th toj + 1-th
VNFs is deployed on physical path (i, v) in s; as shown in Equation (3).

Y = {

3.4. Packet dropping cost in SFC

1, if virtual path is on (u,v) € E

0. 3

otherwise

Traffic flows arrive at the first VNF with a certain arrival rate, which
may drop due to insufficient allocated resources to subsequent VNFs.
Hence, the arrival rate to the j-th VNF is affected by previous j — 1 VNFs
in the upstream of the SFC. Some VNFs may change flow rate inten-
tionally, e.g., rate limiter and traffic shaper wherein such behavior will
complicate the problem (e.g. customized configurations of VNFs should
be considered). Thus, they are out of the scope of this study, although
there has been some research about such type of VNFs [13,14].

3.4.1. Resource allocation

To achieve high SFC performance when deploying a new VNF on a
server, both characteristics of VNF types and packet arrival rates need to
be considered when allocating limited computing resources. Experi-
mental studies in Section 2 have shown that SFC performance is related
to resources allocated to each VNF as well as their positions in the SFC.
Moreover, its processing mechanism varies based on types of VNFs as
does its resource requirement for the same arrival rate. All these factors
should be considered for minimizing packet dropping cost while meeting
the performance requirement of SFCs.

Denote r(f) to be the amount of CPU resources in percent (%) allo-
cated to VNF f. For each NFV server v, the sum of allocated resource to all
VNFs in the server cannot exceed the capacity of the server, as shown in
Equation (4):

Zr(f) X, <C(v),Wev

feF

(€]

According to Section 2, the service rate of a VNF is directly influenced
by allocated resources. Supposing the time of scheduling period is T, the
total execution time of VNF f within a single scheduling period is r(f) - T.
The following equation represents the packet processing rate u(f) for VNF
f of type p. This equation can be simplified as: u(f) =k, - r(f) as shown in
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Equation (1).

O () T pylp)
T

1

#f) o)

)

Vmin(f) S r(f) S rmux(p> (6)

O(r(f) is the actual amount of computing resources used for pro-
cessing packets when the VNF f is allocated resource r(f). If there are
remaining resources after allocating r(f) to VNF f these are evenly allo-
cated to all VNFs on the server. Nevertheless, ©(r(f)) is strictly less than or
equal to rmax(f). Furthermore, ®((f)) - T - imax(p) is the total number of

processed packets within a scheduling period T. 9(% is the maximum

Tmax (P))
CPU utilization of VNF of type p.

) = 1 implies that the peak value
of packet processing rate can be achieved when CPU is 100% allocated.
o(r(f))

O(Tmax(p))
achieves its maximum CPU utilization.

From Equation (5), we refer to k, - r(f) as the shorthand of the
equation, which represents actual packet processing rate of VNF f when
CPU resource is r(f). The value of k;, is determined by VNF type p. As
mentioned in Section 2, different types of VNFs have different packet
processing rates despite allocating the same amount of CPU resources,
i.e., different slopes implying how fast packet processing rate is changing
with respect to allocated resource. Constraint (6) shows that for each VNF
£, allocated resource should not exceed rmax(p), i.e., its maximum pro-
cessing rate cannot exceed the maximum value pi(p). Moreover, ryin(f)
represents the minimum amount of resource allocated to VNF f when
satisfying the minimum requirement of bandwidth for the SFC. Since the
bandwidth of downstream VNFs is influenced by the processing rate of
upstream VNFs, the packet processing rate should not be lower than the
bandwidth requirement of an SFC.

from Equation (5) is the ratio of resource allocated when the VNF

Lemma 1. Packet processing rate u(f) is positively correlated to the amount
of allocated resource r(f).

Proof: Assuming that VNF fis allocated resource r(f), r A is the amount
of CPU resource when there are no packets being processed, r¢, is the
amount of resource used for packet processing with respect to rpax(p).
Both rA and r¢, are constants, which are determined by the type of VNF.
In this case, formula of u(f) can be transformed into:

T - T HPinax 1
)~ O =ra) 0 _ 1
T Twax(P) — 1o
Hina (P) A Hinar(P)
= () -
rmax(p) —re rmm‘(p) —ro
When r(f) equals O, rA also equals 0, and rmf::'(‘;j)(f)ro is a constant. Under

any circumstances, r(f) > r A, then u(f) is greater than zero. As such, with
different allocated resource amounts, processing rate of the VNF u(f) can
equivalently be represented as k;, - r(f).

3.4.2. Packet dropping resource overhead

When traffic flows are processed by SFCs, VNFs may suffer different
degrees of packet loss. Previous studies have shown that traffic flows
generated by network service requests can be simulated as Poisson
streams [15,16]. Assuming that the time interval for any two consecutive
packets arriving at a VNF follows exponential distribution and the arrival
process of each packet is independent, packets are buffered in a queue
when they arrive at a VNF and are then independently processed at a
certain service rate [17] following the first-come, first-served (FCFS)
rule. Thus, the VNFs can be modeled as M/M/1/N/c queues [18]. For
each VNF f € F, p(f) refers to the utilization of the VNF, which is the ratio
Af)
uf)
[18] of VNF queue that is empty and full are given by Equation (7) and

Equation (8), as follows:

of arrival rate to service rate, i.e., In a steady state, the probabilities
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_ 1-p()
Proby(f) = T 0 (f) ()
Proby(f) = p*V (f) - Proby(f) ®

Proby; is the probability of rejecting packets. According to the M/M/1/
N/oo queuing model [18], invalid arrival rate of packets can be equiva-
lent to A - Proby. Given a time period AT, the number of dropped packets
L(f) caused by VNF f can be expressed as

L(f) = A(f) - Proby(f) - AT ()]

Besides, A’ represents the valid arrival rate of packets. The probability
that packets are processed by the VNF is 1 - (1 — Proby). Furthermore,
overload of the VNF is ’}7/, which reflects how busy the VNF is. Based on

Little's law [18], the average service latency of VNF f, including queuing
delay and processing delay, can be expressed as

P VD MO )
1—p(f) 1—pNO+L(f
ﬂ(f) _ =’ _ 4 *)
im(f) W)+ MO (g) 10
+1) -p! :
_ 1 +%*T@U>*1+P’0bo(f)
K(f) A(f)

Packets dropped by a VNF have already been processed and trans-
mitted by upstream VNFs in the SFC leading to wastage of these re-
sources. This study uses latency as a key indicator to measure resources
wasted due to packet loss. Therefore, for each VNF f;; € F, its cost due to
dropped packets is defined as the sum of upstream VNFs’ average service
latency and propagation latency for the packet dropped by f;:

Costy= Y |Blha)+ Y Yil-a(uv)

nellj—1] (u,v)€E

3.5. SFC scheduling problem

The SFC scheduling problem is defined in Equation (11a). Its goal is to
minimize packet dropping cost by reasonably scheduling resources
among VNFs when deploying SFCs.

min Y " L(f;j) - Cost; (11a)
i€[L|S[7€[1,]s:]
s.t. Z Z Y b < @(u,v),Y(u,v) €E (11b)
i€ ISTiel sl
k(ftj)) - i,j) > bi7Vi € [1 |SH./ S [1 |SiH (].].C)
DY a(u,v) <wVie[1,18]],) € [1, ]s]] (11d

(u,v)€E

Deployment of SFCs should satisfy SLAs, including bandwidth
requirement and expected propagation delay. Constraint (11b) is the
bandwidth constraint for all SFC paths and k(f;;) - r(f;;) in Constraint
(11c) is the service rate (or throughput) of VNF f;;, where k(f;;) is
equivalent to k, as mentioned above. This constraint guarantees that
resources allocated to any VNFs should be sufficient such that the service
rate of the VNF is no less than the bandwidth requirement of the SFC.
When the arrival rate of traffic flows remains unchanged, the amount of
computing resources allocated to a VNF directly influences packet pro-
cessing rate and further throughput.

Furthermore, propagation delay needs to be considered to avoid
violation of SLAs because of higher latency of SFCs. Constraint (11d)
ensures that the requirement of path latency for SFCs is met. As

1062

Digital Communications and Networks 10 (2024) 1057-1067

aforementioned, the problem in the deployment of SFCs is modeled as
MILP.

Theorem 1. The SFC deployment is an NP-hard problem.

Proof: To prove the NP-hardness of this problem, the Multiple
Knapsack Problem (MKP) [19] is introduced, which has already been
proven to be NP-complete. MKP can be reduced to the SFC deployment
problem in polynomial time. MKP describes that there exists |M| items
where each item m; € M has a capacity requirement req(m;). Moreover,
there exists |D| bags with limited capacity cap(d;) for each d; € D. The
profit of placing item m; in a bag is prof(m;). The objective is to maximize
total profit by packing these items into bags.

Similarly, for SFC deployment, the set of servers V can be regarded as
bags D with limited capacity. C(v) is equivalent to cap(d;). VNF f;; € F is
equivalent to an item m; € M and allocated resource r(f;;) is equivalent to
req(m;). In addition to the location of VNFs, the amount of resources
allocated to VNFs are also decision variables. Nevertheless, a VNF allo-
cated with different amounts of resources can be viewed as multiple
items of different weights to be packed. In this study, packet dropping
cost is related to allocated resources, i.e., where to place VNFs determines
packet dropping cost. In a special case where all SFCs contain only one
VNF, the negative value of the cost of deploying f;j € F in server v € V can
be treated as prof(m;). To summarize, the SFC deployment problem can be
converted to the general MKP, with an objective to minimize total cost.
Hence, MKP can be reduced to the SFC deployment problem in poly-
nomial time and the former is proven to be NP-hard. []

4. Palos design

In this section, Palosis proposed as a scheme to deploy and schedule
SFCs by considering both characteristics of VNFs and their positions in
SFCs.

4.1. Analysis

Equations (8) and (10) show the probabilities that buffer of a VNF is
full (i.e., Proby) and service latency of packets in the VNF decreases as
service rate y increases. Since packets will be dropped when the queue is
full, Proby determines the probability of packets dropped by VNFs. Thus,
optimizing both packets dropped in the queue (including their positions)
and processing latency of VNFs is important to improve performance of
SFCs.

The arrival rate 4 of a VNF is affected by the packet sending rate of the
flow and amount of resource for upstream VNFs in the SFC. Intuitively,
resource allocated for downstream VNFs of the SFC needs to be sufficient
while the bandwidth and latency requirements of other VNFs should be
guaranteed. Furthermore, the type of VNF determines the value of k,
which is closely related to the service rate of VNF and allocated re-
sources. Given a certain kp, the bandwidth requirement b; for SFC s; de-
termines the lower bound for allocated resource ryn(f). The difference in
packet arrival rates and service rate can be used to evaluate the degree of
packet loss, i.e., 4 — u. This value should be minimized to reduce packet
loss.

4.2. Resource scheduling

The main purpose for the phase of resource scheduling is to determine
the appropriate amount of resources to allocate if a VNF is to be deployed
on an NFV server. Therefore, the overall cost of packet loss should be
minimized. Moreover, if VNFs of multiple SFCs are deployed on the same
server, their bandwidth requirements must be satisfied.

The resource scheduling algorithm of Palos is shown in Algorithm 1. It
determines the appropriate resource allocation on server v in which a
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new VNF f;, , is to be deployed. When there is no VNF deployed on server
v, the resource of server v will be evaluated first (line 2 ~6). If resource is
insufficient to satisfy the bandwidth requirement of the SFC, the algo-
rithm will return a signal of insufficient resource (line 3 ~5). Otherwise,

the appropriate amount of resource ‘,’;—p’“ that can completely serve the

packet arrival rate A, for VNF f, , will be calculated. This should not
exceed rmax(p), which is the corresponding resource for the maximum
service rate of the VNF. Then, the VNF f;, ,, will be allocated the amount of
A

resource either 7 or C(v), whichever is smaller (line 6).
P

Algorithm 1 Palos: Resource Scheduling

Input: G = (V, E), network; S, a set of SFCs; v, target
server; fu..(p), VNF of type p.
Output: Resource allocation R on server v after de-
ploying a new VNF £, ,,(p).
1: R « dict() > Initialized as a dictionary
2: if v contains no VNFs then

3 ifCo) < Z— then
4 return > No sufficient resource
5 end if
6 Rlfun] & min(CO), ¥, Fnan(p))
7: else
8 COY < CO =Ty a
9. ifCY < i— then
10: return > No sufficient resource
11:  else
12: Pre-deploy f,, tov
13: W « dict() > Initialized as a dictionary
14: for each f;j on v do
15: Qij < Zie<j ,/,:—hk,
16: W[f;j] «— /l,'yj . Ql‘,j
17: end for
18: Sumv - Zf,»_,»ev W[fl,]]
19: for each f; ; onv do
20: RIfijl « 2 +CO - 52
21: end for
22:  endif
23: end if

24: return R

When there are one or more VNFs already instantiated on the server,
the decisions of resource scheduling will be complicated. Not all VNFs
can achieve the maximum service rate due to limited resources on the
server. To minimize packet dropping cost, Palos comprehensively con-
siders packet arrival rate A and position weights of each VNF in server v.
The position weight of f;; in v is defined in Equation (12).

kp “Tip

Qij 12)

h<j

Q;jis the sum of the ratio of effective packet arrival rate to service rate
for upstream VNFs of f;;. According to queuing theory, this value can be
used to evaluate the busyness of a single-service system. Q;; can reflect
not only the relative position of the VNF in the current SFC, but also the
degree of resources consumed by upstream VNFs. It is obvious that the
system load is proportional to packet arrival rate and inversely propor-
tional to service rate. Moreover, not all VNFs deployed on the same server
will obtain more resources if they are in a later position in the SFC. For
example, VNF1 is the fifth VNF of one SFC while VNF2 is the third VNF of
another SFC and both are deployed on the same server. When the overall
load of upstream VNFs for VNF2 is relatively higher, the packet dropping
cost caused by VNF2 may be higher. Therefore, it will be unfair if more
resources are allocated to VNF1 simply because VNF1 is in a later posi-
tion in the SFC than VNF2.
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Fig. 5. Palos SFC deployment.

Based on the above analysis, for each VNF that is already deployed on
the server, the minimum amount of resource (i.e., ,’:—;) required to ensure

the bandwidth requirement of the SFC are calculated (line 8). Then, if
residual resource C(v)’' of the server is less than the minimum resource
requirement % of the VNF to be deployed, a signal of insufficient resource

will be returned (line 9 ~10). Otherwise, position weights of all VNFs
(including f;, m to be deployed) are calculated (line 15). The product of Q;
and /;; shows that consumption degree of upstream resources is related to
the arrival rate to f;;. High packet loss will cause resource wastage even if
Q;;j is minimal. After determining their position weights, resources are
scheduled for multiple VNFs on the same server (line 19 ~21). Under the
premise of ensuring the minimum resource %, each VNF on the server will

be allocated as much resource as possible according to its weight (line
20).

Algorithm 1 either allocates resources to the VNF to be deployed (line
6), or adjusts resources for those deployed VNFs on the server v (line 19
~21). It is easily observed that time complexity for the phase of resource
scheduling is O(A), where A is the number of VNFs that needs to be
deployed on the server v.

4.3. Deployment of SFCs

The SFC deployment phase will determine positions and paths for
VNFs, as well as their resource allocation based on Section 4.2. The goal
is to minimize packet dropping cost while ensuring both the bandwidth
and latency requirements of SFC paths. Given a network topology and
users’ requests for SFCs, the procedures of SFC deployment are as fol-
lows: (i) suitable servers with limited computing resources are chosen for
instantiation of VNFs; (ii) resource is appropriately allocated to VNFs;
(iii) the best paths for data flow processed by SFCs are calculated; and (iv)
placement of SFCs needs to consider SFC performance and SLAs
requirements.

To deploy SFCs, a strategy based on dynamic programming is pro-
posed, and the Viterbi algorithm [20] is introduced to improve perfor-
mance. The Viterbi algorithm is widely used in solving hidden Markov
and conditional random field prediction. As shown in Fig. 5, for each SFC,

Fig. 6. Internet2 with advanced layer 3 service.
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a corresponding VNF-to-Server diagram is generated according to the
physical network topology, where columns are called layers of the SFC
and each row represents the same server. The diagram has two virtual
nodes, i.e., the ingress and egress of an SFC. The edges correspond to the
physical paths of the network. Suppose the length of the SFC is J and
there are |V| servers in the physical topology, a VNF-to-Server diagram
with size of |V| x J can be generated.

Algorithm 2 Palos: SFC Deployment

Input: G = (V, E), network; S, a set of SFCs.
Output: Path and position of s; € S.
1: for s; € S do

2:  Initialize G’ « G
3:  for each layer of f;;in s; do
4 Z— 0
5 for each node v in current layer do
6: if @ < w; and ¢ > b; on path (u, v) then
7 Weightj,,, < 0
8 Schedule resource using Algorithm 1
9: if no sufficient resource then
10: break
11: end if
12: L(f) « Compute the number of dropped
packets by Equation (9)
13: for each path (u,v) do
14: Weightjy, « L(f) - (L a + 3 B)
15: end for
16: Z—ZU{}
17: end if
18: end for
19: Record Position by Z
20: Costjy, <0
21: forveZdo
22: Costjyu — min(Y,<; Weight;, )
23: o(u,v) « o(u,v) — b;
24: Retain paths according to Costj,,,
25: end for
26:  end for
27 Select path to egress with @ < w;, ¢ > b; and
min(Costj,,,) of last layer
28:  Path < Backward tracking of paths

29: end for
30: return Path and Position for each s; deployment

Starting from the first VNF of the SFC, the algorithm chooses a server
from layer one that can satisfy both bandwidth and latency requirements,
and then allocates resources to the VNF according to Algorithm 1. Af-
terwards, the number of dropped packets during a time period AT is
calculated, and then the weights of paths connected to the server are
obtained (line 12 ~15). Algorithm 2 applies the Viterbi algorithm to find
the shortest path, i.e., each node in layer two and onward only keeps
information of the shortest path connected by it. The Viterbi algorithm
requires that at each layer, the non-shortest path connecting the same
node is pruned. Compared to traversing all paths, this method reduces
the time complexity from O(|V|') to O(J - |[V|?).

On the other hand, the bandwidth of each path will change according
to the status of deployed SFCs. The propagation delay of all edges leaving
ingress and entering egress are set to 0.

Algorithm 2 initializes the graph and the data structure storing graph
information (line 2). Then, for each layer of the VNF-to-Server diagram, it
calculates the path weights for the appropriate paths connecting the
nodes of the current layer (line 5 ~18). It prunes the paths and retains the
paths and nodes information. After the calculation of each VNF layer of
the current SFC is completed, the best path is obtained by backward
tracking (line 21 ~25).

The most time-consuming part of the algorithm is calculating the
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shortest path for each SFC. Algorithm 2 uses the Viterbi algorithm to
reduce the time complexity of that part to O(J - |V|?). Therefore, the time
complexity for deploying |S| SFCs is O(|S|-J - [V[?).

5. Performance evaluation
5.1. Experiment setup

Network topology. The network topology used in experiments is
based on Internet2°, which contains 15 nodes and 24 physical links, as
shown in Fig. 6. The bandwidth of each link is 40 Gbps. Link latency of
each link is 5 ~20 ms. The capacity of each server scales from 20% to
80%.

VNFs & SFCs. Table 4 shows five types of VNFs. These VNFs are
chosen randomly to form different SFCs each of which contain three
VNFs. The ingress and egress of each SFC are stochastically selected.
According to SLAs, the minimum throughput requirement for each SFC is
limited to 300-600 pps, delay is limited to 15-30 ms, and the arrival rate
of packets to SFCs is limited to 600-1200 pps. AT is set to 10 ms.

Baseline algorithms. Two baseline algorithms, i.e., NFO-DP (Dynamic
Programming-based Network Function Orchestration) and TS-NFMS
(Tabu Search-based Network Function Mapping and Scheduling), are
used for comparisons. NFO-DP [9] aims to minimize deployment and
data forwarding cost by using the Viterbi method to deploy SFCs.
Furthermore, it uses a round-robin scheduler to allocate resources for
each node. TS-NFMS [21] applies Tabu to place VNFs using greedy
strategy and searches local servers for SFC deployment, which simplifies
the selection of appropriate servers.

5.2. Results and analysis

Packet loss rate. Fig. 7 shows average packet dropping rates on VNFs
at different positions for the three algorithms. The number of SFCs is set
to 10. It is shown that Palos outperforms the other two algorithms in the
aspect of packet dropping rates wherein the average packet loss rates of
the last two VNFs are only 0.668% and 0.524%. Palos has an overview of
relative positions of currently deployed VNFs as well as the states of other
VNFs to reasonably allocate resources. Packet loss rate of the first VNF is
a bit higher because it is placed near ingress servers, where most VNFs
are deployed such that resources are quickly consumed. Resource
contention among these VNFs intensifies packet dropping. NFO-DP uses a
round-robin scheduler to allocate resources to VNFs, which leads to un-
fairness in resource allocation when the number of SFCs to be deployed is
large. This further causes an overall high packet dropping rate, i.e.,
5.268% for the second VNF. TS-NFMS has no obvious advantages in
reducing packet loss rate due to its inability to sense relative positions of
VNFs and traffic flows.

Packet dropping cost. In this experiment, average packet dropping
cost is evaluated under different numbers of SFCs (i.e., 2 ~16). As shown
in Fig. 8, Palos can minimize packet dropping cost. Compared to NFO-DP
and TS-NFMS, Palos improves packet dropping cost by up to 42.73% and
29.05%, respectively. Note that NFO-DP has a lower packet dropping cost
than Palos when the number of SFCs is between 2 and 8. This is because
few VNFs are deployed on one or more servers so that resources are
abundant for these VNFs to process traffic flows in this situation. How-
ever NFO-DP treats resource allocation to VNFs equally, which causes the
packet dropping cost rate to increase rapidly as the number of SFCs in-
creases. When the number of SFCs changes from 4 to 8, the TS-NFMS
packet dropping cost rate also increases sharply. The reason is that
NFV servers are saturated when the number of SFCs is greater than 4. In
this circumstance, packet loss rate increases because of lack of resources.
As more SFCs are deployed, packet loss rate stabilizes because TS-NFMS
chooses nearby idle servers to instantiate VNFs.

6 https://internet2.edu/.


https://internet2.edu/

W. Liang et al.

Table 4
Deployed VNF collections.
VNF type Hmax (PPS) Tmax (%) N (#)
VNF1 800 1 200
VNF2 800 2.5 500
VNF3 1000 2 800
VNF4 700 5 800
VNF5 600 4 900
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Fig. 7. Average packet dropping rate at different positions of the SFC.
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Fig. 8. Average packet dropping cost varying along with the number of SFCs.

SFC latency. Average latency of SFCs is also evaluated. Fig. 9 shows
that Palos does not incur any extra latency when trying to deploy SFCs
with an objective to minimize packet dropping cost. That is because Palos
constrains the minimum bandwidth of SFCs and senses the loads of up-
stream VNFs in the SFCs. Furthermore, the mechanism of Palos assures
the constraint of latency, which includes propagation delay, queuing
latency and processing latency. When the number of SFCs is small, the
latency that Palos incurs is slightly higher than the other two algorithms.
The main reason is that Palos inclines to acquire more resources from
different servers, which introduces more latency. NFO-DP has advantages
of reducing latency in the case where there are few VNFs. However, it
causes severe packet loss when the number of VNFs increases, which in
return incurs a higher latency. When the number of SFCs ranges from 2 to
6, TS-NFMS can well optimize SFC latency as it reduces link latency as
much as possible while there are abundant resources for SFCs to handle
traffic flows. Compared to NFO-DP and TS-NFMS, Palos can reduce
average SFC latency by up to 33.03% and 28.64%, respectively, when the
number of SFCs is 16.
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Fig. 9. Average delay varying along with the number of SFCs.

Per SFC performance. As seen from Figs. 8 and 9, when more SFCs
are deployed, the corresponding average packet dropping cost and
average delay increase as well. Both figures reflect that the number of
deployed SFCs is an important factor that affects the performance of each
algorithm. Moreover, SFC performance can also be evaluated among
three algorithms as shown in Figs. 10 and 11. The average packet
dropping cost of an SFC by Palos is less than 3000 ms, demonstrating that
Palos can effectively reduce packet dropping costs compared with the
other two algorithms. However, the average delay of an SFC by Palos is
slightly higher than that of TS-NFMS. This is reasonable as the average
delay of SFCs is much lower in the case of TS-NFMS when the number of
SFCs is small. Nevertheless, the delay with around 4 ms is acceptable in
most cases of deployed SFCs. Furthermore, both figures show the Rate Of
Change (ROC) of average packet dropping cost and average delay when
an increasing number of SFCs are deployed. The ROCs for Palos are much
lower (~10%) than those of the other two algorithms, indicating slower
growth in average packet dropping cost and average delay even if many
SFCs are to be deployed.

CPU utilization. Furthermore, an experiment based on CPU utiliza-
tion of non-idle servers is conducted with 10 deployed SFCs. Fig. 12
demonstrates that Palos does not achieve the maximum utilization of
CPU compared to NFO-DP and TS-NFMS. To minimize packet dropping
cost, Palos tries to deploy SFCs on adjacent servers with abundant re-
sources. However, it does not fully consider the number of chosen
servers. In other words, instead of saving CPU resources, Palos is more
likely to use sufficient resources to reduce overhead. NFO-DP will take
into account the minimization of deployment and data forwarding cost.
Therefore, it concentrates more on the selection of servers. Furthermore,
TS-NFMS adopts an integrated strategy for the deployment of VNFs,
aggressively deploying VNFs on servers with maximum available re-
sources. In addition, when failing to deploy VNFs on the current server,
TS-NFMS uses Tabu-search [21] to find the optimal nearby server to
carry the deployment. Hence, it achieves maximum CPU utilization
compared to the other two algorithms.

6. Related works
6.1. SFC resource scheduling

Many works focus on resource scheduling of SFCs to optimize
resource utilization. Qu et al. [22] studied the impacts of transmission
and processing delays of VNFs on resource scheduling. They formulated
the problem as an MILP to be solved using a genetic algorithm-based
method. Li and Cui [10] focused on position-aware resource scheduling
on a single server and the cost caused by dropping packets which have
been processed by upstream VNFs in the SFC. The proposed Minimizing
Dropping Cost (MDC) algorithm can achieve differentiated resource
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allocation for VNFs at different positions in the SFC. Anthony et al. [23]
presented a User-space Non-intrusive work-flow aware VNF Scheduler
(UNiS) to allocate CPU resources to poll-mode VNFs. They also consid-
ered SFC processing order (i.e., position-aware) when scheduling VNFs.
Yao et al. [24] designed an efficient mapping and preemptive scheduling
of functions for multiple service chains to minimize completion time of
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the whole system. Pham et al. [25] proposed a matching-based algorithm
to solve the NP-hard VNF scheduling problem in which VNFs and
resource slots are cast as players in a one-to-one matching game. By
allowing resource sharing and preemption, Zhang et al. [26] studied VNF
instances deployed on the same node to share the computational re-
sources. They aimed to optimize the acceptance ratio of arriving network
services. In addition, there are also some works focusing on intelligent
offloading policy, e.g. Refs. [27-29].

6.2. SFC deployment

Jiang et al. [4] formulated the SFC placement problem as an MILP
model which aims to minimize the end-to-end packet loss rate of an SFC.
They proposed an Ant Colony System (ACS) based algorithm to solve the
placement problem considering bandwidth and delay constraint. Using
machine learning techniques, Subramanya et al. [5] employed Integer
Linear Programming (ILP) to formulate and solve a joint user association
and SFC placement problem in the environment of Multi-access Edge
Computing (MEC). They aimed to minimize the overall end-to-end la-
tency. To reduce deployment cost and service latency with respect to a
variety of constraints, Khoshkholghi et al. [6] formulated a
multi-objective optimization model to joint VNF placement and link
embedding using two heuristic-based algorithms to optimize their ob-
jectives. The work [30] aimed to minimize end-to-end latency by
formulating and solving a joint user association, SFC placement and
resource allocation problem in the 5G network. Liu et al. [31] studied
dynamical VNF placement and routing problem for SFC request flows.
They aimed to optimize throughput and average traffic acceptance rate.
Wang et al. [32] studied the parallelized SFC placement problem in data
center networks with an objective to optimize SFC delay and link con-
sumption while guaranteeing availability.

Above works mainly aim to optimize resource consumption, latency
and deployment cost by scheduling SFCs. Different from existing works,
this study explores the novel idea that packet dropping cost at different
positions in SFCs are different for SFC placements.

7. Conclusions

This study investigated resource scheduling on SFC deployment for
minimizing total packet dropping cost. We found that when SFCs are
deployed on servers, appropriate resource scheduling can not only
maximize the performance of SFCs but also reduce resource wastage. The
proposed solution Palos is a scheme for scheduling resources and
deployment with sensitivity to positions and arrival rates. Retransmitted
packets are treated as new packets of the flow because packet retrans-
mission is usually handled by user applications. In a future study, further
impacts and optimization for packet retransmission will be considered.
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